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FOREWORD

The Department of Defense Office of Scientific and Technical Information Policy designed and
developed this training course to meet the needs of Defense personnel and contractors who
play roles in the creation and management of Defense scientific and technical data, documents,
and information. The specific focus of this course is the assignment and use of DoD
Distribution Statements, as required by DoD Directive 5230.24.

Needs assessment that preceded course development identified great variation in practice
among organizations. Specific problems and concerns mentioned by the individuals
interviewed and subsequently addressed in the training include the following:

o Lack of familiarity with the policies that require Distribution Statements

* Lack of understanding of the reasons for the policies

e Uncertainties about what is scientific and technical information and what is not.

» Lack of clarity in the division of responsibility between the “Controlling Office” and the
performer of the work

e Uncertainties as to who should be making decisions about distribution of technical
documents when contractors are engaged in research and other activities

e Difficulty in balancing the need for restrictions against the need for dissemination

e Preferences institutionalized in some groups for particular distribution levels (“We always
use B”)

e Failure to mark classified documents and sometimes simple failure to mark documents at
all

* Problems with assigning a Distribution Statement years after a document was created (e.g.,
during declassification)

e Dealing with requests for exceptions

Some personnel reported that they dealt with Distribution Statements only infrequently, while
others have assumed new responsibilities in this area as a result of such organizational changes
as downsizing and reorganization.

To help staff overcome these and other barriers to correctly assigning Distribution Statements,
this course and its supporting resources were developed with an overall objective of providing
a basic understanding of DoD policies and the major issues, merits, rationale, and mechanics of
properly assigning Distribution Statements to DoD technical documents, data, and information.
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The goals for participants in the training are to:

¢ Understand the principles of DoD policy guiding decisions on Distribution Statements, and
specifically, which issues are important given the materials each participant routinely
handles.

» Recognize the variables that must be considered with each document, drawing, data set, or
other body of information, and some of the complexities personnel may encounter.

* Beable to demonstrate the process for correctly assigning Distribution Statements to DoD
technical information, data, and documents with the help of take-home materials and job
aids.

This Facilitator Guide has been designed as a resource for those, such as Scientific and
Technical Information Managers, who will be conducting the course for personne! at their
facilities. It contains facilitator notes for each of the four modules, copies of transparencies, and
reference materials including tips to help trainers prepare for and conduct the training.

In addition to preparing to facilitate the different modules, instructors should review the entire
guide to gain an understanding of the overall scope, philosophy, and approach they should use
as facilitators. Once a facilitator is comfortable with the “big picture,” he or she can work on
incorporating personal experiences, relevant examples, and humor into the training and on
encouraging the participants to do the same.

iii




Pre-Training Survey

Position Title:

1.

Areyoua: O ScientistEngineer (1 Technical Support StaffTechnician {3 Security Personnel
0O Public Affairs Staff O Foreign Disclosure Personnel 0O Technical Data Manager
O Scientific/Technical Information Manager O Library/Repository Staff
O Other:

Please describe your responsibilities for assigning distribution statements/marking and distributing -
documents by checking the answer(s) that most closely fits you:

| assist others with selecting the correct distribution statement.

I mark documents for distribution.

| review and make recommendations concerning assigned distribution statements.

| approve/reject assigned distribution statements.

I am in charge of the document marking and distribution program in my office.

aaoog

How long have you been performing these tasks? O Lessthan2years O 2-5years O More than 5 years

The times per year | will be required to do the tasks which require the skill/lknowledge to be presented in
this class is approximately: (1 Lessthan 10 0O 10-20 O More than 21

Who are the potential users for most of the technical information/documents that you are responsible for
marking?

What groups of users are not likely to be permitted access to the technical information/documents that
you are responsible for marking?

Have you had previous training in the marking and distribution of documents? Yes O No
If yes, please describe:

I am now able to (please choose the rating

that applies to you): Strongly Disagree Not Applicable Agree Strongly
Disagree Agree

Correctly assign distribution statements 1 2 3 4 5

to technical information/documents.

State the benefits of appropriate distribution 1 2 3 4 5

of technical information/documents.

Describe the roles and responsibilities of 1 2 3 4 5

participants in the process of marking and

distributing technical information/documents.

Fully comprehend the responsibilities to 1 2 3 4 5
properly determine the constraints on

sensitive or limited information or data.

After | take this course, | hope to be able to: (please check all that apply.)

Process documents correctly in a shorter amount of time.

Decrease the number of documents that are sent back for re-evaluation or incorrect markings.

Be able to provide guidance to others.

Have a stronger confidence that | am correctly marking documents in accordance with the appropriate
statutes, DoD policy, and DoD dissemination objectives.

aaaaq
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Tips for Trainers

The following pages provide facilitators with some tools and suggestions for ways to present this
course and others effectively. These tips will be familiar to seasoned trainers, but novice facilitators
and those who deliver training infrequently may want to review this section as they plan and prepare
their training sessions. This section addresses the following topics:

Pretraining Checklist

Facilitator Checklist

Agenda Preparation

Standard Space Requirements

Visual Presentation Space Requirements
Standard Screen Distances

Visual Aids

Videotapes

Guidelines for Creating Overhead Transparencies
Job Aids

The Eight Principles of Adult Learning
Training Environment Guidelines
Practicing Your Presentation
Overcoming Anxiety

Delivery Skills

Other Communication Considerations
Group Dynamics

Motivating Participants

Dealing with Hostility

April 1998 v
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Pretraining Checklist
Mailings

O Send course announcements to contacts or potential course participants.
O Send Pre-training Survey to persons who register for course.

Training Facility

3 Secure location.

O Arrange for equipment:
~ overhead projector and screen

flipchart with stand

whiteboard with pens and erasers

TV and VCR. _

O Obtain information on building access, telephone and fax numbers for incoming and outgoing
communications, and other needs.

O Acquire directions to training site.

1

Materials and Supplies

Participant Guides

Facilitator Guides

Display posters showing room location
Transparencies

Videotape for Module 1

Participant list

Name badges

Markers, pen, pencils, masking tape

0 O Ny o I

April 1998
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Facilitator Checklist

Before the Course

Contact any persons who might be instructing or presenting, for any last-minute details.

Obtain biographical information for all instructors or presenters, for the purpose of introductions.
Make sure that participants will have access to drinks and snacks during breaks.

Check with training liaisons or contacts for last-minute details.

Review Pre-Training Survey responses to identify special areas that will need emphasis during this
course. '

QOaa

Day of Training

O Put up directional posters.
0 Make sure that room is arranged appropriately.
(J Find out how to handle changes in room temperature and other facility-related matters.

O Prepare equipment and supplies:

- Setup the needed audio/visual equipment. Prior to the beginning of training, test each item to
ensure all are in good working order.

- Be sure chalkboard, grease board, or flipchart paper is available and appropriately located so
that all participants can see without straining.

- Keep backup supplies handy such as extra pens, paper, bulb for overhead projector, flipchart
pads, and electrical extension cords.

- Keep more than enough copies of the training materials on hand. On the first day of training,
ensure that copies of training materials are ready for distribution.

After the Course

Clear training room and put back in proper order.

Pick up and store extra training materials.

Return equipment to proper place.

Collect evaluations.

Pack material and label as necessary.

Conduct debriefing with facilitators/presenters.

Review Post-Training Survey responses for modification to course materials.

Quaaaad
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Agenda Preparation

To help ensure that both the trainer and participants are aware of the schedule of the training, the
trainer should develop an agenda. This agenda is distributed to the participants and reviewed at the
beginning of the training session. The following are elements to include in the agenda:

Title of session

Date

Trainer’s Name

Introduction - allotted to announcements, review of agenda, logistic information, etc.
An outline of the session with approximate instruction times

Breaks and lunch times

Qoo

Sample Agenda

How to Reduce Information anxiety: DoD Distribution Statement for Technical Documents
Room 224, Brookstone Building '

’ November 19, 1997
Agenda
Instructors:  Ms. Jane Mason - Manager of Technical Services
Mr. James Roberts - Public Affairs Office
8:00 - 9:00 Modulel:  Getting Started and Getting
Motivated '

Instructor: Ms. Mason

9:00 - 9:30 Module 2: What Are Technical Documents
and How Are They Controlled?
Instructor: Mr. Roberts

9:30 - 9:45 Break
9:45 - 10:30 Module 3: Who Are You? Roles and
Responsibilities
Instructor: Ms. Mason
10:30-11:30 Module4:  Assigning Distribution
Statement

Instructor: Mr. Roberts

11:30 - 11:45 Summary/Evaluation

April 1998 e
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Standard Space Requirements

Situation

General Rule

Calculation Example

Classroom

25 square feet per trainee, plus 33% of
total space for trainer

15 participants x 25 square feet = 375
square feet

375 square feet x .33 = 124 square feet

375 square feet + 124 square feet = 499
square feet

Computer-based training
classroom

25 square feet per trainee, plus 25% of
total space for trainer

15 participants x 25 square feet = 375
square feet

375 square feet x .25 = 94 square feet

375 square feet + 94 square feet = 469
square feet

Self-study/testing room 100 square feet per work area 15 participants x 100 square feet = 1500
square feet
Reception/break area 10 square feet per trainee 15 participants x 10 square feet = 150
square feet
Visual Presentation Space Requirements
Situation General Rule

Screen to front row

The distance should be twice the width of the screen

Screen to last row

The distance should not exceed six screen widths.

Viewing area

of the screen.

The proper area is three times the width of the screen. This is 1.5
times the width of the screen from the screen centerline. Avoid
placing participants farther than one screen width to the left or right

Screen setup

Overhead projector screen

The distance from the bottom of the screen to the floor should be

between 36 and 46 inches.

Slide or film projector To project the image above the participants, set up the project at least
55 to 60 inches above the participants.
Note: To avoid image distortion, tilt the projector either forward or
backward.

Standard Screen Distances
Situation 50-inch Screen 60-inch Screen

Screen to front row 8 feet 10 feet

Screen to last row 25 feet 30 feet

Viewing area 12.5 feet 15 feet

April 1998
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Tips for Trainers

Visual Aids

Visual aids are an important part of adult learning because they help bridge the gap between the rate
of talking and the rate of thinking. The average person speaks about 110 to 160 words per minute, and
can think at about 400 to 500 words per minute. Visual aids provide advantages for both the trainer

and the trainee:

Advantages for Trainer:

Advantages for Trainee:

o Aid thought organization

Help maintain attention

s Ensure main points are covered

Reinforce ideas

e Build trainer confidence (Trainers do not have to
rely on memory for every point)

Minimize misunderstanding

» Save time and money

May add realism

Generally, visual aids are divided into two categories: nonprojected and projected:

Examples of Nonprojected Visuals

Examples of Projected Visuals

e  Pictures e Overhead transparencies
s Posters e Slides

o flipchart s Videos

e Models e Films

e Maps e Computer graphics

e  Bulletin, chalk or dry erase boards

e  Simulators

April 1998
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Tips for Trainers

Videotapes

Advantages

Limitations

Can bring people, places and things into the
classroom when the real thing is not available.
Can illustrate concepts or unseen processes and
combine topics with animation to illustrate
complex concepts.

Can be used to show close-ups and/or replays
with narrated explanations.

Tapes are reusable. :
Instant replay and stop features make it easy
for the trainer to intersperse comments with
the videotape presentation.

If it is produced especially for instructional
purposes, the videotape may be used for
remediation (individual viewing).

Is useful in allowing participants to see and
critique their own recorded behavior.

Usually requires professional production
Costly

Operation of equipment can be complicated
Limited number of people can view one
monitor

Compatibility among playback machines (e.g.
%4 inch, 3/4 inches, VHS, Betamax)

Guidelines for Effective Use

Have equipment set up in advance.

e Preview film before using.

Have list of problems, questions, and
discussion points.

¢ Be sure projector operates properly.

Limit number of viewers to 8 - 12 per standard
monitor.

» Arrange seating so everyone can see.
e State why the videotape will be shown.

Summarize main points.

Don’t leave the room while showing the
videotape.

Add quick comments just before important
scenes to help focus attention.

Summarize and discuss the videotape after
showing it. Use it to lead into additional topics,
new concepts, etc.

April 1998
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Tips for Trainers

Guidelines for Creating Overhead Transparencies

Guideline

Explanation

Confine display area to 8 x 10.

Begin creating your transparency by confining your
display areas to a maximum of 8 x 10. This allows room
for mounting while preventing the frame from blocking
part of the visual.

Express one idea per transparency.

Limit each visual to one thought, as much as possible. Use
additional overheads or overlays to build single thoughts
into more complex ideas.

Think in outline form.

Try to think in an outline form. Use active words and
short phrases to create “bulleted” items using some type
of character such as a dot, box, or check mark. Number
the bullets only when absolutely necessary to indicate
steps or items that must be in a sequence. Avoid vertical
lettering because it is too difficult to read.

Use plain type that is at least 22-point or greater.

A good rule of thumb is to put your overhead on the floor
and stand up to read it. If you cannot read the type while
standing over it, the participants will most likely not be
able to read it from the back of the room.

Limit type styles to two per overhead.

Vary the type size to emphasize important facts. Be
consistent in style throughout a series of overheads.

Use upper- and lowercase letters.

All uppercase letters may be used upon occasion for
contrast or for headings.

Provide sufficient spacing between lines.

A rule of thumb is to leave a space between lines equal to
a capital letter of the font you are using.

Develop transparencies with a “KIS.” That is, keep
it simple (KIS).

When possible, limit the lines to six and the words to six
per line. This is known as the “six by six” rule.

Use art, charts, or graphs to break up the
monotony of words.

Personal computer software packages allow trainers to be
more imaginative by including clip art that can easily be
added to the text of transparencies.
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Job Aids

A job aid is any device, book, chart or other reference that facilitates job performance by reducing the
amount of information the worker must recall or retain in order to successfully carry out a task. When
used effectively as resources during training, these aids can reduce the time required for covering
detailed subjects and reduce trainee anxiety about having to retain large amounts of information.

Types of Job Aids
*  Worksheets ® Glossaries
Checklists that specify detailed, critical e Diagrams
actions of a procedures ® Decision tables
e Samples *  On-line computer system help screens
o Flowcharts l
Procedural guides
Limitations
e Should be used for only tasks that do not e Should be used for only tasks where speed is
have to be committed to memory. not critical.
April 1998 xiii
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The Eight Principles of Adult Learning

Principle Explanation Suggestions for Application

Readiness Adults learn only when they are e Motivate the participants early.
ready to learn and can see a reason for | ¢  Explain what they will learn, how they
learning. will use the knowledge/skill, and why it

is important to them.

Application Adults learn best by doing, that is, o  Strive for the 30/70 goal in presenting
when they are active, rather than training:
passive participants of the learning - lecture
process. - _trainee activity/ involvement

Context Adults organize information (content) | e  Stress how knowledge/skills will be
internally based on how the used.
information is to used (context). o If atall possible, deliver the content in its

job context.

Exercise Things most often repeated are best e Plan for repetition of critical
remembered. : knowledge/skills.

Effect Learning is strengthened when ¢ Give positive feedback.
accompanied by a pleasant or e Praise/reinforce success.
satisfying feeling; it is weakened e Minimize criticism.
when associated with an unpleasant
feeling.

Primacy What is often stated first creates a » Present correct information the first time.
strong, unshakable impression.

Intensity A vivid, dramatic, and exciting e Use training media that appeals to as
learning experience teaches more than many of the participants’ senses as
does a routine and dull experience. possible.

Recency All other things being equal, the o Repeat all critical knowledge/skills that
things last learned are first may have been forgotten because they
remembered. were presented first in the training.

e Summarize often: Important content
should be reviewed at the close of each
period/day.

April 1998 Xiv
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Tips for Trainers

Training Environment Guidelines

Potential Barriers to Learning

Suggestions for Overcoming

Uncomfortable room temperature.

Adjust temperature.

Inappropriate room arrangement.

Ensure that all physical barriers are removed; place
projector, overhead, or screen so that everyone in
the room has an uninterrupted view.

Trainer appears unorganized.

Arrive early to inspect the facility and equipment,
collect your thoughts and interact with
participants.

Trainer not aware of the facility

Identify the location of restrooms, telephones,
water fountains/drink machines, and emergency
exits.

Trainer does not introduce self.

State your credentials modestly to establish your
credibility.

Trainer unaware of participants’ concerns

Encourage each trainee to share his or her concerns
about the learning experience.

Write all concerns on flip chart and post on the wall
for all to view.

Refer back to the concerns at the end of the training
sessions to address any unanswered questions.

Trainer is unavailable for trainee interaction

Be accessible during breaks or upon conclusion of
the training session.

Mingle with participants. This is an informal way
of receiving feedback and a quick way to analyze

the participants’ progress.
Distractions Avoid:

e constant clearing of your throat

¢ looking at your watch

e fidgeting

e rattling change or keys

e tapping a pencil

e pacing

Training does not accommodate participants with
special needs.

Trainer must ensure training methods and
environment do not pose a barrier to trainee
participation.

April 1998
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Practicing Your Presentation
Practicing your presentation of the training provides an opportunity to:

evaluate the room arrangement

develop or enhance your delivery skills

use your media

overcome feeling of anxiety or panic about the training
test the design of your training

determine if the time allotted for training is adequate

When conducting your practice, you should:

e Invite three or four of your peers whose opinions you value and with whom you feel comfortable.

e Present your training session just as you will for your participants. If possible, use the same room.

® Prepare questions ahead of time and distribute them to your peer group. Instruct them to ask these
questions during your presentation. _

e Ask someone to keep the time for each topic. This is to ensure your materials is adequately
covered in the amount of time you have allotted. Adjust as necessary. Take into consideration
questions, discussions, explanations, and other things that can take you off track.

e Practice with your lesson plans so that you can maintain eye contact throughout the session.

e Present the lesson plan as it were designed rather than attempt to ad-lib or assume “it will all come
to me once I get started.” It never does. You may be more likely to give misinformation when
talking off the top of your head.

* Practice with the actual equipment and materials that you will use during your training. If you are
unfamiliar with some equipment, practice will give you confidence.

e Ask your peers to provide constructive feedback about improving your presentation.
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Tips for Trainers

Experiencing anxiety or panic when asked to conduct a training session is very common. Below are

Overcoming Anxiety

several reasons why anxiety is common and suggestions for minimizing these feelings.

Anxiety Cause Suggestion to Minimize
Too many things to remember | Created by: Before the session:
¢ schedules » develop a training agenda
¢ unfamiliar equipment e practice using equipment
e training content e review and practice your lesson
e training skills plan
e practice your presentation and
the use of your media
Stage fright Lack of experience in training Before the sessions, practice your
presentation and responses to
questions that participants may ask.
Insecurity Underestimating your Remember you were selected to train
knowledge because of your expertise. You were
selected because you know the job,
the topic, and/or the policies and
procedures.
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Delivery Skills

Delivery includes the trainer’s style and ability to involve participants in meaningful learning
activities. A trainer’s voice is the chief means of communication, but body language also affects the
messages a trainer sends. Delivery should follow fundamental guidelines for effective verbal and
nonverbal communication.

Effective Verbal Communication

Skill

Characteristic

Volume .

Public speaking requires more volume than ordinary conversation

Speak loudly enough for all to hear, but not so loudly that you irritate the participants
in the front row.

Adjust your volume if a projector or other equipment is running.

Do not attempt to out-shout aircraft or heavy equipment; wait for the noise to end.
Watch your audience for feedback on your volume.

Enunciation
Pronunciation

Words pronounced correctly and distinctly stand a much better chance of being
understood. Be sure to pronounce and spell words that are difficult or technical.
Keep your words sharp; do not mumble.

Maintain good articulation.

Pace

Gear your tempo to the audience.
Vary the rate of your speech.
Speak at a slower rate to emphasize important materials.

Pause

Pause to provide extra emphasis to words.
Pause to allow the listener time to think about key words.

Variety

Vary voice patterns to avoid being boring.

Variety keeps the audience’s attention.

Vary the length of phrases.

Avoid the use of repetitive words such as “ok,” “not,” “like,” and “uh.”

Pitch

Try to keep your throat relaxed.
Be sure your pitch is not a monotone.

Effective Nonverbal Communication

Skill

Characteristic

Facial .
expressions and
eye contact .

Your facial expression is one of the first cues to the participants that you want to speak
to them.

Keep in mind that the face, mouth, eyes, forehead, and eyebrows all contribute to
expressiveness.

Include all of the participants in your visual contact during the training session.

Posture )

Posture communicates attitude. Good posture helps in your vocal delivery; stand
straight with your legs slightly apart.

Body movement | o

Body movement can create emphasis and maintain the attention of the participants
while dissipating some of your excess energy. Avoid random pacing.

Gestures »  Gestures should enhance, not distract from, your message; reinforce your message with
gestures.
Grooming ¢ Clothing should be clean, pressed, and well-fitted. Grooming should suit the training

environment. Wear a laboratory coat, safety equipment, or more casual dress if
appropriate.

April 1998
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Other Communication Considerations

Be aware of other considerations for effective communications:

Remove psychophysical barriers (podiums, tables, and distance) between you and the participants.
Do not stand behind a podium.

Speak with sincerity and enthusiasm.

Interact with participants.

Move close to participants.

Use open gestures and positive body language.

Group Dynamics

It is important that the trainer knows the audience and understands the participants’ perspective about
the training in order to establish an effective relationship with the participants. Studies have shown
that building trust and earning credibility is important to the dynamics of the group.

The following approaches can be used to increase trust and credibility:

Express empathy and an understanding of the participants’ concerns.

Establish your competence with the participants.

Be open and honest with participants.

Be committed and dedicated to making the training a successful learning experience.

Motivating Participants

Unless there is motivation and a readiness on the part of the participants, even the most articulate,
eloquent presentation will not fulfill the training’s goals.

Remember the following points when trying to motivate participants:

Demonstrate respect for the participants.

Don’t talk down to or embarrass anyone.

Be warm and friendly, but businesslike.

Never use language, humor, or anecdotes that might offend any group of people.

Point out the knowledge, skills, and support the participants can provide for each other.
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Dealing with Hostility

Hostility is overt antagonism, conflict, opposition or resistance in thought or principle. It can be
directed toward individuals, groups, or symbols. Problem participants and situations can result in a
hostile confrontation in a training session.

When you facilitate a session, hostility may be directed toward you not as an individual, but rather as
the representative of an organization or of a policy or point of view participants do not understand
and accept. Hostile audiences can intimidate a trainer.

It is important that you let the audience know that you are aware that there is a problem. By
acknowledging this, you are sending the message that you are in control.

Hostility can manifest itself in many ways:

tone of voice
actions
violence
silence

The worst thing a trainer faced with a problem situation can do is to deny the problem exists. A better
tactic is to confront and address the hostility using one of three approaches:

1. Identification
2. Direct approach
3. Win over

Three Ways to Deal with Hostility

Method Situation Trainer’s Role
Identification The trainer is seen representing an * Reassure participants that you
organization or other entity. understand the situation.
e Find points of commonality with
participants.
Direct approach The trainer is there to dispel ®  Clear the air with factual
misinformation or information.
misunderstanding. e Thank the participants for their
concern.
Win over The trainer should reserve this for * Identify the cause of hostility.
extreme cases of hostility to get the * State the participants’
attention of the audience. arguments fairly and sincerely.
¢ Select a point of agreement
between you and your audience.
¢ Demonstrate the merits of your
side.
¢ Build your arguments toward
your conclusion.
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Facilitator Guide for Module 1:
Getting Started and Getting Motivated
Module 1

Getting Started and Getting Motivated

Module 1 Objective

Participants will be able to describe the purpose and benefits of DoD’s policy on marking and
distributing DoD technical data, information, and documents.

Module Time

45 Minutes

Methods
Discussion, videotape
Materials ‘

Flipchart or white board and markers

Overhead projector

Transparencies

Participant Manual

A Quick Reference for Marking DoD Technical Documents (paper and web-based format)
How to Reduce Information Anxiety videotape
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Assignment and Use of DoD Distribution Statements
for Technical Documents

Facilitator Guide for Module 1:
Getting Started and Getting Motivated

How to Overcome Information Anxiety...

about DoD Distribution Statements

A
Offered by the
Office of Scientific and Technical Information Policy

U.S. Department of Defense

1. Getting Started and Getting Motivated 11

Transparency 1.1

A. Introduction to Course
Show Transparency 1.1 and introduce module.
1. Intent of Course

a. Office of Scientific and Technical Information Policy developed this course to help DoD
personnel and others to understand and appreciate DoD policy on marking technical

1) data
2) information, and
3) documents

b. Overall objective is not to make you an “expert”, but to help you conquer “information
anxiety” when applying policy.
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Logistics

Phones
Restrooms
Coffee
Building Exits

\

12

Transparency 1.2

2. Course Logistics

Display Transparency 1.2 and identify the location of the following (provide a handout
or modify Transparency 1.2 by adding applicable site-specific information):

rest rooms

phones

emergency exits
vending machines, etc.

3. Sign-up Sheet

Circulate a sign-up sheet and ask participants to provide name, mailing address, phone
numbers, e-mail address, etc.
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Course Objective

* To provide a basic understanding of DoD policies and the
major issues, merits, rationale, and mechanics of properly
assigning Distribution Statements to DoD technical
documents.

Transparency 1.3

4. Purpose

Show Transparency 1.3 and describe the overall purpose (terminal
objective) of the course.

a. The objective:

To provide a basic understanding of the DoD policies and the major issues, merits, rationale
and mechanics of properly assigning DoD Distribution Statements to DoD technical
documents.

b. Benefit to participants:

Improving basic understanding of the policy and practicing its application can help
overcome the information anxiety scientific and technical personnel experience when
questions arise about the distribution of DoD technical documents.

5. Introduction to Facilitators

Introduce yourself and others who will lecture or lead sections of the course. (You may
want to prepare in advance an information sheet on the areas of expertise of course
leaders and facilitators and make it available to participants to add to their notebooks for
future reference.)
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.

Target Audience

* Scientists and engineers

* Technical support staff and technicians

* Security personnel '

* Public affairs staff

 Foreign disclosure personnel

¢ Technical data managers

* Scientific and technical
information managers

e Library and repository staff

 Editors and publication staff

Transparency 1.4
6. Target Audience
Show Transparency 1.4 and describe the intended audience for the course.

a. The course has been designed for personnel in three employment groups:

DoD employees _
Other government agency personnel
Contractors doing work for DoD

b. Itis useful to persons working in positions such as

scientists and engineers

technical support staff and technician
security personnel

public affairs staff

foreign disclosure personnel

technical data managers

scientific and technical information managers
library and repository staff
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- 7. Participant Introductions

Have participants introduce themselves and tell something about their role in relation to
the creation or management of technical data, information, and documents.

If you have not sent out the pre-training survey in advance of the training, have
participants complete the survey now.
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By the End of This Course, You Should:

e Understand the principles of DoD policy guiding decisions
on Distribution Statements, and specifically, which issues are
important given the materials you routinely handle.

* Recognize the variables you must consider with each
document, drawing, data set, or other body of information,
and some of the complexities you may encounter.

¢ Be able to demonstrate the process for (correctly!) assigning

~ Distribution Statements to DoD technical information, data,
and documents with the help of materials and job aids you
will take home from this session.

Transparency 1.5

8. Course Enabling Objectives
Show Transparency 1.5 and discuss the course’s enabling objectives.

¢ Understand the principles of DoD policy guiding decisions about DoD Distribution
Statements, and specifically, which issues are important, given the materials you routinely
handle.

* Recognize the variables you must consider with each document, drawing, data set, or
other body of information, and understand some of the complexities you may encounter.

e Be able to demonstrate the process for (correctly) assigning Distribution Statements to
DoD technical information, data, and documents, with the help of the materials and job aids
you will take home from this session
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Course Materials

* Agenda
e Participant Manual

* A Quick Reference for Marking DoD Technical Documents

Transparency 1.6
9. Agenda and Course Materials
Show Transparency 1.6 and discuss course materials.

e agenda
o participant manual
» A Quick Reference for Marking DoD Technical Documents
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Module 1 Objective

* Participants will be able to describe the purpose and benefits
of DoDY’s policy on marking and distributing DoD technical
documents, information, and data.

Transparency 1.7

B. Introduction to Module 1
1. Module 1 Objective
Show Transparency 1.7 and discuss Module 1 objective:
At the end of this module

) Participahts will be able to describe the purpose and benefits of DoD’s policy on marking
and distributing DoD technical documents, information, and data.

For simplicity’s sake, all DoD technical data, information, and documents will be referred to as
technical documents during the training.
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|

Questions to Answer in This Module

* What is the DoD policy for marking DoD technical
documents?

¢ How do we balance the benefits of
controlling the distribution of
DoD technical documents with
the benefits of widely
disseminating them?

Transparency 1.8

C. DoD Policy
1. Introduction
Introduce the policy discussion by showing Transparency 1.8.
Two questions will be considered during this module:
e What is the DoD policy for the distribution of its technical documents?

e How do we balance the benefits of controlling the distribution of DoD technical documents
with the benefits of widely disseminating them?
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Videotape: How to Reduce
Information Anxiety

* Does the video remind you of situations you have dealt with
in the past or heard about?

* What are some of the issues you face in meeting your
responsibilities for managing and/or marking technical
documents?

Transparency 1.9
D. Videotape and Follow-up Activity

1. Video

Introduce Videotape. (Make sure that it is loaded in the VCR and ready for viewing before
the class begins.)

This videotape reviews some of the “big picture” advantages of applying the various policies to
the distribution of technical information and materials.

Show Transparency 1.9 and ask participants to consider these questions as they watch
the videotape:

» Does the video remind you of situations you have dealt with in the past or heard about?

o What are some of the issues you face in meeting your responsibilities for managing the
distribution of technical documents?

Show Videotape.
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2. Participant Activity -- 15 minutes

After video is finished, divide participants into groups of three or four. Ask them to Iist
on poster paper specific examples of some of the issues or questions they have
encountered in meeting their diverse responsibilities for managing the distribution of
DoD technical documents

Have each group report their list back to the larger group. From the lists start an “Issues
and Questions Parking Lot” on poster paper or white board. (Remember: When
questions are answered later in the session, be sure to check them off the list.)
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DoD Directive 5230.24,
Distribution Statements on
Technical Documents, states:

e Itis DoD policy to pursue a coordinated and comprehensive
program to provide for a strong
and viable military research,
acquisition, and support
program consistent with
requirements of national
security, exportlaws, and = /- [
competitive procurement.

Transparency 1.10

2. Policy Statement

Show Transparency 1.10 and discuss DoDD 5230.24.

a. According to DoDD 5230.24, Distribution Statements on Technical Documents:
“It is DoD policy to pursue a coordinated and comprehensive program to provide for a
strong and viable military research, acquisition, and support program consistent with
requirements of national security, export laws, and comprehensive procurement.”

b. The policy is applicable to:
e research
e acquisition
e technical support

c. Examples of other programs that generate and manage technical documents include:

Command, Control, Communication, and Intelligence (C3l)
health services
medical R&D

mapping

04/98 FG 1-13



Facilitator Guide for Module 1:
Getting Started and Getting Motivated

Ask participants if they work with other major programs affected
by this policy.

d. DoD policy also directs that scientific and technical information be disseminated as widely
as possible without compromising the sensitivity of the information.

¢ When these two policies are not followed, a significant loss in the leveraging of useful
information occurs.
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Appropriate Distribution of
Technical Documents Helps to:

Py
46>
Leverage Resources i

Protect National Security Interests

Protect Business and Individual Interests

Increase Efficiency g

111

Transparency 1.11

E. Benefits
Show Transparency 1.11

There are many benefits to appropriate distribution of technical documents. We
can:

Leverage resources

Protect national security interest

Protect business and individual interests
Increase efficiency
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Benefit: Leveraging Investment
in DoD Technology

Taxpayers expect that DoD will:

* re-use technology

learn from “dead-end” projects

share with industry

share across services

1.12

Transparency 1.12

1. Benefits: Leverage of Resources
Show Transparency 1.12 and discuss leveraging of investment.
Taxpayers expect that:

¢ any technology that can be used again or used in a new technology will be used.
¢ scientific and technological projects in which DOD has invested will not be “dead ends.”

a) Leveraging by sharing with industry:

Share Suggested Examples or use one of your own choosing:

An Integrated Power Source using an all-plastic battery is under development by the Johns
Hopkins University Applied Physics Laboratory and Rome Laboratory. This lightweight all-
plastic battery will be useful for many industrial uses, including satellites, GPS receivers,
highway communications signs, electric vehicles, cellular phones, pagers, PCs, and tools.

Suggest other examples as appropriate, such as CD-ROM, satellite, sensor, or laser
technologies, or other instances where commercial industry and U.S. taxpayers -
benefited from DoD research and development.
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Getting Started and Getting Motivated

b) Leveraging by sharing across services:

During the Gulf War, the Air Force needed to package bombs that would penetrate the Iraqis’
concrete bunkers before exploding. Efforts to develop such a “bunker buster” were
unsuccessful until the Air Force developers discovered that the Army had artillery barrels with
the right characteristics. Air Force bombs packed in Army artillery barrels were able to
penetrate the bunkers.

c) Barriers to sharing information across the services can
e limit needed technology leveraging within DoD
e have negative impacts on the researchers themselves.

Negative Example:

In one DoD activity, a common practice was to report research efforts in the form of “informal,
internal reports.” The activity staff believed that these informal reports did not require DoD
Distribution Statements. Failure to mark hundreds of documents and get them properly
disseminated resulted in a lack of documentation of how research dollars had been spent.
Consequently, there was a decrease in future funding for the activity. In addition, failure to
mark informal or draft reports has led to unauthorized release of reports to others after the
passage of time, a regrettable breach of DoD security.
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Benefit: Protecting National Security

* Critical Technology

- DoDD 5230.25, Withholding of Unclassified Technical Data
from Public Disclosure

- Export Administration Rules

- Public Law 90-629, “ Arms Export Control Act”
(22 U.S.C 2751 et seq.)

e Foreign Government Information

1.13

Transparency 1.13

2. Benefits: Protecting National Security Interest
Show Transparency 1.13 and discuss issues related to protecting national security.

Even information that is not classified can have national security value, or be sensitive or
appropriate to share “for official use only”. Certain levels of protection must be maintained to
assure that DoD technology and information are not used against U.S. interests. These are two
broad areas of concern:

a. Critical Technology

DoD may withhold from public release any technical data or information that discloses
critical technology with military or space application as provided by:

e DoDD 5230.25, Withholding of Unclassified Technical Data from Public Disclosure
e Export Administration Rules
¢ Public Law 90-629, “Arms Export Control Act” (22 U.S.C. 2751 et seq)
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b. Foreign Government Information

1) DoD must also protect and limit distribution of technical data and information provided
to the U.S. Government or an international organization with the expectation that the
information will be held in confidence.

a) If a foreign government gives information to an organization such as NATO, to which
U.S. military personnel have access, DoD must protect that information from
documentation.

2) DoD must protect information that is produced by the U.S. as a result of a joint
arrangement with a foreign government or international organization requiring that the
information be held in confidence.

Share Example:

The U.S.-Japanese agreement negotiated in 1988 for development of the Japanese F2 fighter
is an example of a foreign government agreement that has generated much concern about
access to technical data. The F-2 (known as the FS-X in its development phase) is based on
the technical data package DoD provided on the American F-16C/D Block 40 fighter aircraft.
DoD and U.S. contractors were to receive information on F-2 technologies derived from these
data. Disputes between the U.S. and Japan arose over whether certain technologies were
derived from the F-16 and therefore accessible to the U.S. contractors participating in the
agreement, or indigenous to the Japanese work on the aircraft and not accessible (Japanese
policy forbids export of military data). Although the case of the F-2 is an extreme example, it
emphasizes how differences in interpretation, national policy, and culture can create the need
for great caution in handling technical information received from foreign governments or
through international agreements.

04/98
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Benefit: Protecting Business and
Individual Interests

* Proprietary and limited use content

e Contractual and other
business relationships

Transparency 1.14

3. Benefits: Protecting Business and Individual Interests
Show Transparency 1.14 and discuss protecting business and individual interests.
DoD does not own all of the technical information it manages. DoD has a responsibility to

protect proprietary and limited use information and to honor confidentiality in contractual and
other business relationships.
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Proprietary and Limited Rights Content

* Itis the responsibility of the owner of proprietary data or
content to inform DoD that the data or information is
proprietary.

* Once DoD knows that information is proprietary, the
Department is then responsible for protecting it
appropriately.

* In some cases, there are criminal penalties associated with
failure to properly handle proprietary information.

1.15

Transparency 1.15

Show Transparency 1.15.
a. Proprietary and limited use content
o The technical content could be:
. - Testdata that is being analyzed on a weapons systems
- Operating manual for a new piece of analytical equipment

- On-screen help accessed under software use licenses

o ltis the responsibility of the owner of proprietary data or content to inform DoD that the
data or information is proprietary.

e Once DoD knows that it is proprietary, the Department is responsible for protecting it
appropriately.

¢ Insome cases, there are criminal penalties associated with failure to properly handle
proprietary information. '

- Section 1905 of Title 18 of the U.S. Code provides both fines and jail sentences for
“public officers and employees” who reveal trade secrets or other confidential
business information. :
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Contractual and Other Business
Relationships

¢ DoD spends billions of dollars each year in contracts for
weapons procurement and in support of research,
development, testing, and evaluation.

¢ DoD has agreements with industry, industry groups, and
foreign governments.

e DoD has an obligation to protect its business relationships by
encouraging fairness and competition among contractors.

116

Transparency 1.16

b. Contractual and Other Business Relationships
Show Transparency 1.16.

1) DoD spends billions of dollars each year in contracts for weapons procurement and.in
support of research, development, test, and evaluation, and

2) DoD has agreements with industry, industry groups, and foreign governments, such as
CRADAs, contracts, etc.

3) This means DoD has an obligation to protect its business relationships by protecting
information in a way that encourages fairness and competition among contractors.

4) This is important because DoD has enormous numbers of dollars going out in contracts
and other agreements which make up a vast web through which the dollars flow.

04/98
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Benefit: Efficiency

Making a good Distribution Statement decision up front saves
valuable resources:

o Time

* Money

117

Transparency 1.17

4. Benefits: Efficiency

Show Transparency 1.17 and discuss the improvements in efficiency that result from
correctly marking technical documents for distribution.

a. Saving of Resources

A little up-front investment in making a good DoD Distribution Statement decision may
prevent a big downstream investment in reviewing a document, data set, etc., and may save
substantial amounts of time and money.
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b. Examples

Share the following suggested examples or use some of your own choosing.

1) One research office recently discovered that hundreds of technical reports have been
completed and sent to the Defense Technical Information Center (DTIC), but with no
DoD Distribution Statements.

a) It will take about three months of a staff person’s time to go back and
fix these documents.

b) Had Distribution Statements been assigned to each of these reports as they were
completed, this step would have taken originators only a few minutes and
concurrence could have taken place in routine review and approval.

¢) While most but not all were approved for “public release,” appropriate distribution on
all of the documents was delayed until the documents were properly marked.

2) Failure to mark technical manuals or assembly drawings could actually “stop” the show
in many Defense facilities.

a) Assembly drawings must be examined and used by many individuals and groups,
such as operations, and engineering groups that may include contractors.

b) If a set of drawings has not been marked with a Distribution Statement, the person
holding it cannot share with others who have a legitimate need to use the
document.

3) Inappropriate marking can also create a problem:

Suppose an entire set of drawings has been marked “DoD only” because it contains a
few proprietary drawings. This marking means the Controlling Office has blocked
access to all the rest of these drawings—non-proprietary drawings which a maintenance
contractor may need to see to complete an essential task.

a) If a drawing cannot be shared as part of another document, it should be marked
separately so that the right people can see it.

b) If it is not marked separately, every time a request comes in for that drawing, it will
have to be reviewed and approval given for the requester to see the document —
steps that waste time and effort.
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Summary

e DoD has a long-standing policy on how technical documents,
data, and information will be marked.

* This policy is designed to support major missions and
commitments of DoD.

* Following this policy is in the best interest of you and your
organization. f

e Itis possible to succeed in assigning DoD Distribution
Statements correctly and efficiently.

Questions?

1.18

Transparency 1.18

F. Summary
Show Transparency 1.18 and summarize content of the module. Include these points:

1. DoD has a long-standing policy on how technical documents, data, and information will be
distributed.

2. This policy is designed to support major missions and commitments of DoD.
3. Following this policy is in the best interest of you and your organization.
4. Itis possible to succeed in assigning DoD Distribution Statements correctly and efficiently.

Ask for questions and brief comments. Enter in the “parking lot” anything you
need to check on with a colleague or that you want to defer to later in the session.

G. Transition to Module 2

Module 2 will cover the requirements for marking DoD technical documents as provided in DoDD
5230.24, and the kinds of technical documents that should and should not be marked.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

Module 2

What Are DoD Technical Documents and How Are They Controlled?

Module Objectives
Using the job aids provided, the participant will be able to:

o distinguish technical documents, information, and data governed by DoDD 5230.24, Distribution
Statements on Technical Documents, from other kinds of information and data

« identify the function of DoD Distribution Statements and list their components
e understand the relationship to DoDD 5230.24 of other policies that affect the distribution of DoD
technical documents ‘
Module Time

30 Minutes

Methods
Group exercise, lecture, and discussion
Materials

Flipchart and markers

Overhead projector

T-F Quiz

Transparencies
" Participant Manual

A Quick Reference for Marking DoD Technical Documents
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Assignment and Use of DoD Distribution Statements
for Technical Documents

Facilitator Guide for Module 2: 3B
What Are DoD Technical Documents and How Are They Controlled?

2. What Are DoD Technical Documents and
How Are They Controlled?

Transparency 2.1

A. Introduction to Module
Show Transparency 2.1 and introduce module.

This module:

e provides examples of DoD technical documents,

¢ defines the function of the DoD Distribution Statement, and

o discusses the relationship of other policies that impact the choice of DoD Distribution
Statements.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controiled?

Module 2 Objectives

* Distinguish technical documents, data, and information
governed by DoD Directive 5230.24, Distribution Statements
on Technical Documents, from other kinds of information and
data.

* Identify the function of DoD Distribution
Statements and list their components.

e Understand the relationship of
DoDD 5230.24 to other policies that affect
the distribution of DoD technical documents.

¢ Know the formats and media in which technical documents
can be found

Transparency 2.2

1. Objectives
Show Transparency 2.2 and state module objectives.
Using job aids provided, participants will be able to:

» distinguish technical documents, information, and data governed by DoDD 5230.24,
Distribution Statements on Technical Documents, from other kinds of information and data

¢ identify the function of DoD Distribution Statements and list their components

¢ understand the relationship to DoDD 5230.24 of other policies that affect the distribution of
DoD technical documents

o know the formats and media in which technical documents can be found
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

Questions to Answer

» What types of documents are governed by DoDD 5230.24?

e What types of technical documents are not
governed by DoDD 5230.24?

* What is the method of controlling
distribution established in the directive?

e What do I do with documents that are
not technical but contain a small amount
- of technical information and data?

¢ Do I have to mark information if it is
already marked classified, export-
controlled, or proprietary?

Transparency 2.3

2. Questions
Show Transparency 2.3 and review questions.

These are the questions to be answered in this module. This is a living list and other questions
can be added as they occur during discussion:

Start a list of additional questions on flip chart if necessary.
3. Participant materials
Introduce Participant Materials
e T-F Quiz
‘s Note Pages for Module Two

e A Quick Reference for Marking DoD Technical Documents
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

DoDD 5230.24

* Contains requirements for distribution control
of DoD technical documentation

e Applies to:
- Office of Secretary of Defense
- Military departments (including
National Guard and Reserve Components)
- Joint Chiefs of Staff
- Unified and specified
commands
- Defense agencies

Transparency 2.4

B. What Are the Requirements for Controlling Distribution?

Show Transparency 2.4

DoDD 5230.24 sets out the primary requirements and provisions for controlling the distribution of
DoD technical documents.

Refer participants to DoDD 5230.24 in the Appendix to Participant Manual and walk them
through the directive:

1. Applicability
DoDD 5230.24 applies to

The Office of the Secretary of Defense

The Military Departments (including the National Guard and Reserve components)
The Organization of the Joint Chiefs of Staff

The Unified and Specified Commands

The Defense Agencies
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‘ Facilitator Guide for Module 2;
What Are DoD Technical Documents and How Are They Controlled?

DoDD 5230.24
Scope

* Newly created DoD technical documents
generated by DoD-funded RDT&E programs

¢ Newly created engineering documents, including
software and documentation

o Information about military and space
equipment and technology

Transparency 2.5

2. Scope
Show Transparency 2.5.
DoDD 5430.24 covers

a. newly created technical documents generated by all DoD funded research, development,
test and evaluation programs which are the basis of the DoD STl Program;

b. newly created engineering drawings, standards, specifications, technical manuals,
blueprints, drawings, plans, instructions, and computer software and documentation; and

c. information that can be used or be adapted for use to design, engineer, produce,
manufacture, operate, repair, overhaul, or reproduce any military or space equipment or
technology concerning such equipment.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controiled?

DoDD 5230.24
Requirements

* Responsible DoD components must mark technical _
documents before primary distribution.

* Technical program managers must assign
DoD Distribution Statements to control
secondary distribution.

e DoD Distribution Statements can only be
changed/removed by DoD Controlling Office.

Transparency 2.6

3. Requirements
Show Transparency 2.6.
Major provisions of DoDD 5230.24 include:

a. All DoD components generating or responsible for technical documents shall determine
their distribution availability and mark them appropriately before primary distribution.

b. Managers of technical programs shall assign appropriate DoD Distribution Statements to
technical documents generated within their programs to control secondary distribution.

c. DoD Distribution Statements shall remain in effect until they are changed or removed by the
Controlling DoD Office.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

- DoDD 5230.24
Requirements, (cont.)

¢ DoD Controlling Office must establish review procedure.

* DoD Controlling Office must notify DTIC, technical/
engineering centers, and other repositories when changes
occur in:

- address

- office designation

- classification markings,
DoD Distribution Statements, or
export control statements on
its documents

Transparency 2.7

Show Transparency 2.7

d. Each Controlling DoD Office shall establish and maintain a procedure to review technical
documents for which it is responsible and increase their availability when conditions permit.

e. The Controlling DoD Office shall notify DTIC, technical/engineering centers, and other
appropriate repositories when changes occur in

1) the address of the Controlling DoD Office
2) the designation of the Controlling DoD Office

3) classification markings, DoD Distribution Statements, or export control statements on its
documents
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?
=
Distribution

¢ Primary: the initial targeted distribution of, or access to,
technical documents authorized by the DoD Controlling
Office

* Secondary: release of technical documents provided after
primary distribution by other than the originator or DoD
Controlling Office; for example, lending, permitting others to
read, or releasing the document in whole or part

Transparency 2.8

4. Distribution Types:
Show Transparency 2.8
a. Primary

1) Initial targeted distribution of, or access to, technical documents authorized by the DoD
Controlling Office

2) Primary distribution also includes later distribution of a document by the DoD Controlling
Office

b. Secondary

1) Release of technical documents provided after primary distribution by other than the
originator or DoD Controlling Office, including:

loaning,
allowing the reading of, or
releasing in whole or in part
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

DoD Distribution Statement

* A statement used in marking a technical document to denote
the extent of its availability for distribution, release, and
disclosure without additional approvals or authorizations.

* A DoD Distribution Statement marking is distinct from, and
in addition to, a security classification marking assigned in
accordance with DoD 5200.1-R.

Transparency 2.9

Show Transparency 2.9 and discuss how distributioh is controlled.
C. How Is Distribution Controlled?
1. Directive
The basic means of implementing DoDD 5230.24 is the DoD Distribution Statement.
2. Visibility

The DoD Distribution is a familiar part of reports, disks, maps, drawings, and other technical
documents.

Conduct a brief discussion of whether the participants and their colleagues notice the
markings on documents that cross their desks or that they view online.

3. Definition

a. A statement used in marking a technical document to denote the extent of its availability for
distribution, release, and disclosure without additional approvals or authorizations.

Note the words: “without additional approvals or authorizations”
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

b The policy’s purpose is broader than efficiency, but its impact on individuals and
organizations can be extremely positive because it can lead to greater operational
efficiency if implemented correctly.

c. A DoD Distribution Statement is distinct from, and in addition to, a security
classification marking assigned in accordance with DoD 5200.1-R

04/98 FG 2-11




Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

Parts of the Distribution Statement

1. Authorized audience

2. Reason for restriction

3. Identity of DoD Controlling Office
4. Date

2.10

Transparency 2.10

Show Transparency 2.10 and briefly discuss the parts of a Distribution Statement.
Direct participants to example on “A Quick Reference for Marking DoD Technical
Documents.”

d. Parts of Distribution Statement

While the levels of control provided by DoD Distribution Statements vary, the same types of
information (parts) are included in each statement:

1) Audience

Authorized audience approved for receipt of the documents, without further review or
release decisions, may be:

General public

U.S. Government agencies

DoD components

DoD contractors

individuals/entities authorized by the DoD Controlling Office on a case by case
Individuals/entities registered to receive export control data from DoD
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

2) Reason for Restriction (unless approved for public release)
a) Release beyond the designated audience could be damaging to national,

proprietary, or other critical interests identified by the “reasons” given in the Quick
Reference Guide.

b) Note: No reason is needed if the information can be distributed to the general public
(where Statement A is used).

3) ldentity of DoD Controlling Office
The DoD Controlling Office is the DoD office that either:
a) Created the content of the technical document
b) Sponsored the work which generated the technicél document or

c) Received the technical document on behalf of DoD, where DoD is responsible for
determining the distribution of the document.

When DoD Distribution Statement A applies, the DoD Controlling Office need not be
listed.

4) Date
The date that the distribution statement was determined and assigned. Note that this
date is not necessarily the same as the publication date, task completion date, or other
significant date for the project.

C. What Kinds of Technical Documents Require DoD Distribution Statements?

1. Technical documents, information and data can be found in a wide variety of types and forms.
Many of these are familiar but some are.not easily identified.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

Formats of Documents

* Technical: reports, papers, manuals, notes, memoranda, orders © Paper

* Conference proceedings * Microfilm
 Special reports * Microfiche
* Plans

* Audio or video tapes
» Transparencies

* Computer diskettes
* CDROM

o E-mail

* Working papers
» Theses

* Journal articles

* Computer software
¢ Instructions

* Engineering drawings
¢ Preprints

* Annual reports

Forms of Data

« Blueprints

* Drawings

* Graphic displays

* Text

= Dimensional data
¢ Computer printouts
* Formulas

* Photographs

+ Maps

* Numeric data sets

Transparencies 2.11 - 2.13

2. Formats, Media, and Data

Show Transparencies 2.11, 2.12, 2.13, providing examples as appropriate from your own
experience. Point out that as learned in the discussion of the quiz, technical documents
can take many forms.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

Definitions

¢ DoD Technical Data
e DoD Technical Document

e DoD Technical Information

2.14

Transparency 2.14

3. Definitions
Show Transparency 2.14. Direct participants to DoDD 5230.24 for definitions.
a. Technical documents, information, and data--when they are created by or for DoD or

received by DoD with appropriate constraints marked by others --must all be marked with
DoD Distribution Statements according to DoDD 5230.24.

b. As we look at each definition, we will talk about some examples of each.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

DoD Technical Data

Recorded information related to experimental, developmental,
or engineering works that can be used to define an engineering
or manufacturing process or to design, procure, support,
maintain, operate, repair or overhaul material. The data may be
graphic or pictorial delineations in media such as drawings or
photographs, text in specifications or related performance or
design type documents, or computer printouts.

Transparency 2.15

Show Transparency 2.15

a. Technical Data: Recorded information related to experimental, developmental, or
engineering works that can be used to define an engineering or manufacturing process
or to design, procure, support, maintain, operate, repair or overhaul material. The data
may be graphic or pictorial delineations in media such as drawings or photographs, text
in specifications or related performance or design type documents, or computer
printouts.

b. Examples of technical data include research and engineering data, engineering
drawings, and associated lists, specifications, standards, process sheets, manuals,
technical reports, catalog-item identifications, and related information and computer
software documentation.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

DoD Technical Document

Any recorded information that conveys scientific and
technical information or technical data.

2.16

Transparency 2.16

Show Transparency 2.16

¢. Technical Document: Any recorded information that conveys scientific and technical
information or technical data.

d. Itincludes such informational documents as working papers, memoranda, and
preliminary reports when such documents have utility beyond the immediate mission
requirement, or will become part of the historical record of technical achievements.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

DoD Technical Information

Information, including scientific information, which relates to
research, development, engineering, test, evaluation,
production, operation, use, and maintenance of munitions and
other military supplies and equipment.

Transparency 2.17

Show Transparency 2.17

e. Technical Information: Information, including scientific information, which relates to
research, development, engineering, test, evaluation, production, operation, use, and
maintenance of munitions and other military supplies and equipment.

f. All of these categories of information--technical data, technical documents, and
technical information must be marked with DoD Distribution Statements as defined by
DoDD 5230.24, and for the purpose of this training will be referred to as "technical
documents.”

4. Participant Activity
Introduce Participant Activity: Short Quiz on Technical Documents.

a. Refer participants to the true/false quiz at the end of the Module Il section of the
participant guide.

b. Ask them to complete the quiz and explain: It won’t be graded or turned in. The
purpose is to stimulate thinking about the different types and forms of scientific and
technical information. ‘

c. Give them about five minutes to complete the quiz. When everyone is finished, go
over answers. (Answer key is at the end of Module 2 .)

04/98 FG 2-18




Facilitator Guide for Module 2: ‘
What Are DoD Technical Documents and How Are They Controlled? :

Types of DoD Documents

Studies and Analyses
Basic Research Planning Documents
Modernization Planning
Warfighting Science and
Technology Plans

Defense Technical Area Plar

Transparency 2.18

5. Types of Documents
Show Transparency 2.18

Most technical documents will be project specific reports, data sets, test results, etc. But
documents of a broader, “programmatic” nature may also be covered by the directive.

Explain that the following types are types of materials that the participants may
contribute to or manage but may not usually think of as “technical documents”:

Studies and Analyses

Basic Research Planning Documents
Modernization Planning Documents
Warfighting Science and Technology Plans
Defense Technical Area Plans

Ask participants if they can think of other examples of documents they consider
administrative but which may contain information or data. Write responses on
flipchart or whiteboard.
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Facilitator Guide for Module 2:

What Are DoD Technical Documents and How Are They Controlled?

Technical Documents That Are Not
Governed by DoDD 5230.24

* Technical documents used by DoD, but not produced by or
for DoD

* Command, Control, Communication, and Intelligence

operational documents

Communications security documents

Cryptographic data

Personnel records

Administrative papers, internal procedures, catalogs and

brochures, monthly status reports, directories, promotional

materials, and contract administration documents

Transparency 2.19

D. What Kinds of Documents Do Not Require DoD Distribution Statements?

Show Transparency 2.19. Discuss examples of technical documents that are not governed
by DoDD 5230.24:

1. Types of Documents

While it is necessary to understand all the types of documents that must be marked with DoD
Distribution Statements as required by DoDD 5230.24, it is also important to know what
information is not covered by this directive.

e Technical documents used by DoD, but not produced by or for DoD, such as technical
industry handbooks, commercial catalogs, and commercial drawings furnished by a
company to DoD, unless the document would be restricted and marked proprietary by the
company

Command, Control, Communication, and Intelligence operational documents
Communications security documents

Cryptographic data

Personnel records :
Broad types of documents such as administrative papers, internal procedures, catalogs and
brochures, directories, promotional materials, and contract administration documents

04/98 FG 2-20




» Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?
Because these kinds of information may be governed by other policies, effective coordination and
liaison are needed among the managers of all types of information to avoid unnecessary
duplication of effort. Marking technical documents with the correct DoD Distribution Statement

facilitates this coordination.

It is not always easy to draw the line between what should be marked with a DoD Distribution
Statement and what should not.

2. Participant Activity:

a. Ask participants to share examples of “problem” documents about which they are
uncertain as to whether or not a DoD Distribution Statement is needed.

b. Write list on board.
c. Divide participants into groups and asked them to:

1) Develop a list of questions that would be useful to them when trying to resolve
these cases.

2) Have groups share questions.

3) Practice their application to the problems they have identified.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

|
Other Programs and Policies
Controlling Distribution of
Technical Documents

Security Classification

Export Control

Freedom of Information Act (FOIA) Exemptions
Other Sensitive, Unclassified Markings
Proprietary and Limited Use Rights

2.20

Transparency 2.20

E. Other Policies
Show Transparency 2.20

1. In addition to the requirements of DoDD 5230.24, there are other polices that may impact the
distribution of a technical document and interface with the DoD Distribution Statement.

Security Classification

Export Control

Freedom of information Act (FOIA) Exemptions
Other Sensitive, Unclassified Markings
Proprietary and Limited Use Rights
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?

Security Classification Markings

* Protect national security.

Are authorized by:
- DoDD 5200.1

- DoD 5200.1-R
- DoDD 5220.22

L ]

Are explained in the National Industrial Security Program
Operating Manual (NISPOM).

~ May control documents after declassification when
content remains sensitive.

Transparency 2.21

Show Transparency 2.21 and discuss Security Classification.
a. Security Classification

Classification markings are assigned to documents to protect information for national
security reasons. The DoD Information Security Program is covered in:

1) DoDD 5200.1
2) DoDD 5200.1-R (supporting regulation)
3) DoDD 5220.22, DoD Industrial Security Program, and

4) supporting materials available in the National Industrial Security Program Operating
Manual (NISPOM). (See Appendix for references.)

DoD Distribution Statements are also used on classified documents to:
1) limit distribution beyond security control and
2) control dissemination when and if the document is declassified.
a) Declassification of a technical document under Executive Order 12698 does not

eliminate its sensitivity if other “reasons” (e.g., proprietary control) constrain its
distribution.
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What Are DoD Technical Documents and How Are They Controlled?

Export Control

* Data, goods, and technologies found on the State
Department’s Munitions List and the Department of
Commerce Control List must have export control warnings.

* Export-controlled documents cannot be exported without
approval, authorization or license.

¢ Export-controlled P

documents must have a .
compatible DoD
Distribution Statement.

Transparency 2.22

Show Transparency 2.22 and discuss Export Control.
b.  Export Control

1)  An export control warning statement must be applied to data, goods, and
technologies found on the State Department’s Munitions List and the Department
of Commerce Control List (CCL).

2) If technical documents fall into the Export Control category, they may not be
exported without approval, authorization, or license under U.S. export control
laws.

3) Technical documents with export control warning statements must also be
marked with a compatible DoD Distribution Statement. (See Appendix for
DoDD 5230.25, Withholding of Unclassified Technical Data from Public
Disclosure.)
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What Are DoD Technical Documents and How Are They Controlled?
]
Freedom of Information Act

Exemptions

* Unclassified but sensitive material is protected from
disclosure by exemptions 2-9 of FOIA:
- National defense or foreign policy
- Individual privacy
- Proprietary business interests

e Not approved for public release

* All Distribution Statements (except A) are a type of FOUO
marking:
- They provide clear reason for restriction when
congruent with FOIA exemptions
- FOUO marking is not enough on its own!

Transparency 2.23

Show Transparency 2.23 and discuss Freedom of Information Act.
c. Freedom of Information Act Exemptions (“For official use only”)

1)  Unclassified but sensitive material, both technical and nontechnical, is subject to
exemptions 2-9 of the Freedom of information Act (FOIA). These exemptions
protect against the disclosure of information that would harm:

a) National defense or féreign policy

b) Individual privacy (not usually applicable to technical documents)
c) Proprietary business interests

d) Government functions

e) Other important interests (typically as defined in other laws)

2) Such material is not approved for public release and cannot be disseminated
to the general public.

3) Because of its sensitivity, this material was identified in the FOIA as “exempt from
- mandatory disclosure.” It is categorized as “for official use only” (FOUO). (See
Appendix for DoDD 5400.7 and supporting materials including a list of the nine
FOIA exemptions.)
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4) A DoD Distribution Statement (except one permitting public release):

a) is considered to be a more definitive and explanatory type of FOUO marking,
and

b) provides a clear reason for restricting distribution which may later assist with
determining if one or more FOIA exemptions apply to the document

5) Marking a technical document “FOUQO”
a) does not establish an explicit basis for distribution to anyone,
b) precludes getting the document to the appropriate audience,

c) may facilitate unauthorized distribution such as making a DoD-only document
available to a contractor, and

d) may require re-review of the document if there is a later request for the
document and the original reason for the FOUO marking is no longer
apparent.
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I

Other Sensitive, Unclassified
Information Markings

¢ Unclassifed Controlled Nuclear Information (UCNI)
- Design and security of atomic energy
defense facilities

- declassified nuclear weapons

* Naval Nuclear Propulsion Information (NNPI)

- nuclear powered ships and nuclear support facilities

2.24

Transparency 2.24

d. Other Sensitive, Unclassified Information Markings
Show Transparency 2.24.
1)  Unclassified Controlled Nuclear Information
Section 148 of the Atomic Energy Act makes it illegal to disclose “unclassified
controlled nuclear information (UCNI) to unauthorized persons. Examples of
UCNI include:
a) Design of atomic energy defense program production or use facilities

b) Physical security measures at atomic energy defense program facilities

¢) Design, manufacture, or utilization of nuclear weapons that were once
classified as restricted data but have since been declassified

2) Naval Nuclear Propulsion Information (NNPI)
NNPI may be classified or unclassified and sensitive information describing nuclear-

powered ships and nuclear support facilities. In either case, it is subject to export
control restrictions.
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What Are DoD Technical Documents and How Are They Controlled?

Proprietary and Limited Rights

The government must control distribution of proprietary data
when the owners of that data have designated it proprietary
and have granted the government limited rights to its use.

Transparency 2.25

Show Transparency 2.25.
e. Proprietary and Limited Use Rights

1) The government is responsible for controlling the distribution of technical documents
that have been produced through government funding if:

a) these documents have been designated “proprietary” by those who own the
rights to the information,

b) the owners have provided the government with limited rights to use it, and

c) they normally limit access to Federal employees only.

2) Subpart 27 of DoD Supplement to the FAR can provide detailed information.
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Facilitator Guide for Module 2:
What Are DoD Technical Documents and How Are They Controlled?
I
DoD Distribution Statements
Do’s and Don’ts

* Do choose a Distribution Statement compatible
with other markings/policies.

¢ Don't choose a Distribution Statement that
allows the release of documents contrary to the
purpose of other policies.

Transparency 2.26

Show Transparency 2.26
F. Summary
The DoD Distribution Statement
1. Must be compatible with all of these policies and concerns
2. Must not allow for release of the document contrary to the purpose of these other policies.
G. Questions and Transition to Module 3
1. Ask participants if they have questions about anything covered in Module 2.

2. Transition to Module 3.
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KO X@NO KO K@ XK@ K
CONFIDENTIAL gmg
S ¢

SECRET

CONFIDENTIAL @@
e

TOP SECRET

TOP SECRET

Examples of Classification Markings




FRONT COVER

N

OVERALL
CLASSIFICATION LEVEL

/

N

SECRET /

CHIEF OF NAVA/
OPERATIONS,

WASHINGTON, DC 20350

UNCLASSIFIED TITLE (U)— |

30 OCTOBER 1991

NAME AND
ADDRESS OF
ORIGINATING
ACTIVITY

APPROPRIATE
CLASSIFICATION
SYMBOL
FOLLOWING TITLE

DATE OF ORIGIN

INTELLIGENCE

Not releasable to contractors/consultants

Reproduction requires approval or originator or

CONTROL
MARKING

WARNING

higher DoD authority.

Classified by: OPNAVINST 5510.1B

Declassify on: 1 July 1994

Further dissemination only as directed by Chief
of Naval Operations, Washington, DC 20350,

20 Oct 1991

SECRET

SECRET

NOTICE

CLASSIFICATION
SOURCE AND
DOWNGRADING/
DECLASSIFICATION
INSTRUCTIONS

DISTRIBUTION
STATEMENT

—— TITLE PAGE

Examples of front cover, title
page, and first page, including
warning notices and
intelligence control markings,
of classified publication.

FIRST PAGE




Office of the Chief
of Naval Operations Washington, DC 20350 October 1991

The Reduction of
Reverberation and

Ambient Noise by
Ocean Surface Films

Distribution authorized to U.S. Government agencies
only; critical technology; October 1991. Other
requests shall be referred to Chief of Naval
Operations, Washington, DC 20350.

WARNING - This document contains technical data
whose export is restricted by the Arms Export
Control Act (Title 22, U.S.C., Sec. 2751, et. seq.) or
the Export Administration Act of 1979, as amended,
Title 50, U.S.C., App. 2401 et. seq. Violations of
these export laws are subject to severe criminal
penalties. Disseminate in accordance with provisions
of DoD Directive 5230.25.




DESTRUCTION NOTICE - For classified documents, follow
the procedures in DoD 5200.22-M, Industrial Security Manual,
Section II-19 or DoD 5200.1-R, Information Security Program
Regulation, Chapter IX. For unclassified, limited documents,
destroy by any method that will prevent disclosure of contents
or reconstruction of the document.

Examples of Destruction Notice




INSTRUCTIONS FOR COMPLETING DD FORM 2345

PRIVACY ACT STATEMENT

AUTHORITY: U.S. INDIVIDUALS AND ENTERPRISES: 10 USC, section 140c, as added by PL 98-94, Section 1217, September 24, 1983;
and implemented by DoDD 5230.25, “Withholding of Unclassified Technical Data From PUBLIC Disclosure,” November 8, 1984 (32 CFR Part

250.)

FOR CANADIAN INDIVIDUALS AND ENTERPRISES: Defense Production Act.

PRINCIPAL PURPOSE(S): To identify individuals and enterprises eligible to receive military critical technical data.

ROUTINE USE(S): To support decisions regarding dissemination or withholding of military critical technical data. Information provided on

this form describing your business may be published from time to time for the benefit of the “certified contractors.”

DISCLOSURE: Voluntary; however, failure to provide the information may result in a denial of access to military critical technical data.

MAIL THE ORIGINAL, COMPLETED COPY OF THIS FORM AND ANY ATTACHMENTS TO:

United States/Canada Joint Certification Office

Defense Logistics Services Center
Federal Center
Battle Creek, Michigan, USA 49017-3084

PRIVACY ACT STATEMENT

1. Mark only one box. Mark “RESUBMISSION?” only if your
previous submission was retumed or rejected. Mark “REVISION”
(of a previously accepted submission) to show revised information,
such as addresses or business description. Mark “5-YEAR
RENEWAL” in response to a renewal notice from U.S./Canada -
JCO. When either the “REVISION” or “5-YEAR RENEWAL” box is
marked, enter your current Certification Number in item 7-a.

2. a. For an individual, show full name (Last, First, Middle Initial).
For an enterprise, show full name of corporate parent; or institution.

b. Enter the mailing address of the individual or enterprise making
the certification. If a P.O. Box is used for mailing purposes, include
street address as well.

c. Each corporate subsidiary or division that is to receive military
critical technical data must be certified separately. If not applicable,
so state.

d. For U.S. Individual or Enterprise, enter the Federal Supply Code
for Manufacturers (FSCM) or Non-Manufacturers (FSNCM) or
Commercial and Government Entity (CAGE) code assigned to the
individual or enterprise making the certification. For a Canadian
individual or enterprise, enter the Department of Supply and
Services Vendor Code assigned to the individual or enterprise
making the certification. If none, so state. If a subsidiary or
division is certified, enter the organization’s code.

3. Show the name, address, telephone number (including area
code) and title of the individual who will receive military critical
technical data and be responsible for its further dissemination. A
position designation may be used only when conditions described in
item 5.a.(1) and (2) are prerequisites for holding that position.

4. Describe the business activity of the entity identified in Item 2 in
sufficient detail for the U.S. or Canadian Government agency
controlling the data to determine whether the military critical
technical data that you may request from time to time are
reasonably related to your stated business activity. For example,
state that you design and construct high-pressure, high volume

hydrautic pumps for use in connection with aircraft control surfaces;
do not state simply “hydraulic pumps.” Provide concise statements
within the space provided.

5. If certifications 5.e. and 5.f. cannot be made, provide (on a
separate sheet) a description of any extenuating circumstances that
may give sufficient reason to accept your certification.

6. If item 2 identifies an individual, that individual must sign. i
Item 2 identifies an institution or a corporate entity, a person who
can legally obligate the enterprise to a contract must sign.

7. Explanation of Certification Action.

a. ACCEPTED. The U.S./Canada -JCO has assigned the
individual or enterprise identified in Item 2.a., a Certification
Number which will identify the individual or enterprise as a “certified
contractor” as defined in U.S. DoDD 5230.25 or Canada’s TDCR.
The acceptance is valid for a peried of five years from the
acceptance date unless sooner revoked under the provisions of
U.S. DoDD 5230.25 or Canada’s TDCR. If at any time a certified
contractor is unable to adhere to the conditions under which a
certification was accepted, the contractor's certification is
considered void, and the contractor will either submit a revised
certification or surrender all military critical technical data obtained
under this agreement to the data controlling offices specified on the
documents.

b. RETURNED. Your submission did not contain all the
information required to process your certification. Pleas review
any comments provided with the returned submission and resubmit
in accordance with the applicable instructions.

c. REJECTED. Reasons for rejection include, for example,
debatement, a business activity that does not fall within the scope
of U.S. DoDD 5230.25 or Canada’s TDCR, or failure to make all of
the required certifications.

'LEGEND:

DoD = Department of Defense
DoDD = Department of Defense Directive

U.S./Canada -JCO = United States/Canada Joint Certification Office

DSS = Department of Supply and Services
TDCR = Technical Data Control Regulations

Military Critical Technical Data = Unclassified technical data as governed by U.S. DoDD 5230.25 or Canada’s TDCR.

DD FORM 2345, JUL 95 (BACK)




PRIVACY ACT STATEMENT

Section 8911 of Title 5 to the U.S. Code authorizes collection of this information. The
primary use of this information is by management and your payroll office to approve and
record your use of leave. Additional disclosures of the Information may be: To the
Department of Labor when processing a claim for compensation regarding a job connected
injury or illness; to a State unemployment office regarding a claim; to Federal Life
Insurance or Health Benefits carriers regarding a claim; to a Federal, State, or local law
enforcement agency where your agency becomes aware of a violation or possible violation
of civil or criminal law; to a Federal agency when conducting an investigation on you for
employment or security reasons; to the Office of Personnel Management or General
Accounting Office when the information is required for evaluation of leave administration;
and to the General Services Administration in connection with its responsibilities for
records management.

Where the employee identification number is your Social Security Number, collection of
this information is authorized by Executive Order 9397. Furnishing the information on
this form, including your Social Security Number, is voluntary, but failure to do so may
result in disapproval of this request.

If your agency uses the information furnished on this form for purposes other than those
indicated above, it may provide you with an additional statement reflecting these purposes.

Examples of Privacy Act Statement
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Facilitator Guide for Module 3:
Who Are You? Roles and Responsibilities

Module 3

Who Are You? Roles and Responsibilities

Module Objective

Participants will be able to identify the roles and responsibilities associated with marking DoD technical
documents, information, and data for distribution

Module Time

30 Minutes

Methods

Group exercises, lecture, and discussion

Materials

o Flipchart or whiteboard and markers

s Overhead projector

o Transparencies

e Participant Manual

e Scenarios

s A Quick Reference for Marking DoD Technical Documents
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Assignment and Use of DoD Distribution Statements
for Technical Documents

3. Who Are You? Roles and Responsibilities

Transparency 3.1

A. Introduction to Module
Show Transparency 3.1 and introduce module.

1. In the DoD Distribution Statement marking process, you may wear more than one “hat.” You
may be a Federal employee or a contractor, or you may be a Scientific and Technical
Information (STINFO) manager or an export control officer. Or, most importantly, you may be
the scientist, engineer, or technician who created the DoD technical document to be marked.
Your responsibilities will vary with your role. In this module, we will look at the different hats you
may wear and your responsibilities under each.
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Who Are You? Roles and Responsibilities
|

Module 3 Objective

* The participant will be able to identify the roles and
responsibilities associated with marking of DoD technical
documents, information, and data with Distribution
Statements.

Transparency 3.2
Show Transparency 3.2 and state module objectives.

2. The participant will be able to identify the roles and responsibilities associated with marking
DoD technical documents, information, and data with Distribution Statements.
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Questions to Answer

'/’_ ol | K .:-'\.\_

* What are the responsibilities of the
Controlling Office?

e What are the issues associated with
group sponsorship?

¢ What are my responsibilities for marking
information?

Transparency 3.3

Show Transparency 3.3 and review questions.

3. These are the questions to be answered in this module. This is a “living” list to which questions
may be added as they occur to us during our discussion.

Start list of additional questions on flip chart if necessary.

Introduce participant materials for this module:

. Note pages for Module 3
. A Quick Reference Guide for Marking DoD Technical Documents
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Who Are You? Roles and Responsibilities
|
The Controlling Office is the DoD organization that:

e created the content of the technical document,
e sponsored the work which generated the document, or

e received the technical document on behalf of DoD, where
DoD is responsible for determining the document’s
distribution.

For jointly sponsored work, the Controlling
Office can also be a party, group, or
committee, as determined by an advance
agreement. |

Transparency 3.4

B. Definitions
We will define a number of roles in this module. The first one is that of the DoD Controlling Office.

Ask participants for their definition of each role and its responsibilities prior to your
providing the course definitions.

Show Transparency 3.4
1. DoD Confrolling Office Role and Responsibilities |
a. The DoD Controlling Office is the DoD office that either:
1) Created the content of the technical document,
2) Sponsored the work which generated the document, or

3) Received the document on behalf of DoD, where DoD is responsible for determining the
distribution of the document.

The Controlling Office can be a party, group, or committee. If the work reported in the
document is jointly sponsored, sometimes an advance agreement (often a handshake
agreement) determines who will be the Controlling Office.
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|
The Controlling Office is responsible for:

* making sure technical documents are marked
before primary distribution.

¢ marking new documents when they are created.

* marking old unmarked documents if requested
and not already publicly available.

» making sure ALL appropriate markings are on documents
before any distribution.

¢ approving all changes to the distribution statements on
documents

e approving, consistent with DoD information security
policies, the release of documents beyond the restrictions
reflected in the Distribution Statement.

Transparency 3.5

b. DoD Controlling Office Responsibilities
Show Transparency 3.5

1) The DoD Controlling Office is responsible for marking the document appropriately for
primary and secondary distribution.

2) The DoD Controlling Office cannot delegate to contractors the responsibility to
determine the DoD Distribution Statement.

a) However, contractors should use their knowledge of the technical document to help
the Controlling Office choose the right “reason” and DoD Distribution Statement.

3) If the document produced by a contractor contains that contractor’s proprietary (limited
rights) data or information, then the contractor has the responsibility to mark the
document accordingly.

a) The DoD Controlling Office should insist on contractors exercising this responsibility
before the document is distributed or assigned a DoD Distribution Statement. To
repeat, the DoD Controlling Office cannot delegate responsibility for distribution
decisions to a contractor.

4) The DoD Controlling Office must instruct contractors to mark any document dlstrlbuted
to anyone other than the DoD Controlling Office.
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Content Provider

* documents work results, either negative or positive.

¢ makes the initial recommendation concerning
what organizations or activities have an
interest in the technical document.

e with knowledge of document content, can
determine or help others determine
the sensitivity of the data.

Transparency 3.6

C. Individual roles and responsibilities
Show Transparency 3.6

Many individuals have a role in the marking of technical documents. Each role carries with it
certain responsibilities.

1. Content Provider

Ask participants for examples of content providers and list on flip chart. To “jump start”
activity, provide examples such as researcher, technician, draftsman, test engineer, eic.

Remind participants that a researcher could be a Federal employee, university professors
with a grant, or and industry contractor.

If you generate content of technical documents, you are a content provider, and your
responsibilities vary depending on the “hat or hats” you are wearing and where you work.
Generally speaking, all content providers perform the following tasks:

a. Document work results, either negative or positive.

b. Make the initial recommendation concerning which organizations or activities should (or
should not) have access to the document (distribution)
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1) For this last responsibility, you may play one of two roles, depending on where you
work.

Ask participants how the role of DoD content providers might differ from content providers
working outside the Controlling Office.
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Content Provider (cont.)

* Content provider working in the DoD Controlling Office:

- Bestjudge of content sensitivity
- Best advisor for primary distribution

- Can use “reasons” to advise on secondary distribution

e Content provider working for contractor or other Federal

Agencies:
- Responsible for marking proprietary data

- Canadvise on primary/secondary distribution

Transparency 3.7

Show Transparency 3.7 and sum up discussion.

a). Content provider working in the DoD Controlling Office

Although DoD policy promotes widest possible dissemination or access consistent
with the content of the document, distribution must be considered in light of
sensitivity.

If you work in the DoD Controlling Office, you know the sensitivity of the document’s
content best and can advise as to which individuals should get the document in the
primary distribution.

The DoD Distribution Statement for the secondary distribution must be chosen
carefully to ensure that appropriate organizations can get the document without
seeking the explicit permission of the DoD Controlling Office.

iv. With an understanding of the reasons for restricting the audience for the document

and your knowledge of its sensitivity, you can best advise as to who can get the
document in the secondary distribution, without any further review or clearing of the
document on your part. _

04/98
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b) Content provider working for contractor or other federal agency

i. If you work for a contractor who wishes to claim proprietary rights, you must mark
the document for which proprietary rights are being asserted.

ii. Inaddition, you may have insight into the appropriate primary distribution based on
guidance from the DoD sponsor, the contract language, or past practices on similar
documents.

ii. Your knowledge of the content can provide insight into the sensitivity of the
document and the reason for the DoD Controlling Office to choose a particular DoD
Distribution Statement.
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Contracting Officer’s Technical
Representative
e is a member of Controlling Office or helps to determine
Controlling Office

e ensures the results of contract work
are documented

e ensures that contractors are aware of
their responsibilities

» reviews documents to be sure they are
marked appropriately by contractors

Transparency 3.8

Show Transparency 3.8
2. Contracting Officer's Technical Representative (COTR)

If you are the COTR, you have either a coordination role between the DoD Controlling Office
and the contractor or you are in the DoD Controlling Office. Your responsibilities include:

a. Ensuring the results of contract work are documented.
b. Ensuring that contractors are aware of their responsibilities.

1) In many research and development projects, the technical documents are the only result
or outcome of the effort.

2) In testing and evaluation and other types of projects, the technical documents may
include maintenance manuals, engineering drawings, computerized data sets, etc., as
deliverables.

3) As COTR, you must make sure the contractors provide technical documents as a
permanent record of the work done under the contract.
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Who Are You? Roles and Responsibilities
4) Often in projects involving weapons systems, different data sets will be generated.
Documents must be reviewed to see if they require separate markings. You must

review the documents to be sure the contractors have marked them as directed by the
DoD Controlling Office.

5) If you accept an unmarked document, you are accepting the responsibility to mark every
copy with a DoD Distribution Statement before any distribution is made.
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Managers and Supervisors

e ensure staff are aware of and adhere to policies

o ensure that DoD staff and contractors
document work results

¢ ensure that technical documents are §
properly marked

e ensure coordination with
other offices

Transparency 3.9

Show Transparency 3.9
3. Managers and Supervisors:
a. If you are a manager or supervisor, your role is one of oversight. You are responsible for:

1) Ensuring that staff are aware of and adhere to policy--that staff know what their roles
are and are carrying them out.

2) Ensuring that DoD staff and contractors document work results.

3) Ensuring technical documents are properly marked.

4) Ensuring coordination with other offices as appropriate when required, such as Security,
Foreign Disclosure, or Public Affairs

b. Managers and supervisors can be held accountable for failure to implement policy for
marking of documents

Ask participants to name some consequences of failing to implement this policy. Answers
may include a potential security violation or violation of a confidential business agreement.
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.
Project Manager

* assigns the initial DoD Distribution Statement

* ensures that project results are
documented

* budgets and funds for
documentation of technical efforts

* coordinates project’s
documentation, marking, and
distribution requirements

Transparency 3.10

Show Transparency 3.10
4. Project Manager
If you are the project manager, you must assure that staff and contractors carry out their
responsibilities for marking the documents. Project managers need to know the reasons for the
sensitivity of any technical documents, and use that knowledge to approve the audience who
can see them. You must:

a. Assign the initial DoD distribution statement and determine primary distribution of
documents, using input from the content provider.

b. Ensure the project results are documented.
c. Budget and fund for documentation of technical efforts.

d. Coordinate project’s documentation, marking, and distribution requirements.
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|
Security Officer

* reviews documents with respect to national security
requirements

* ensures that documents are classified as appropriate

3.11

Transparency 3.11

Show Transparency 3.11
5. Security Officer

a. The Security Officer has a coordination role to play, too. The Security Officer has the
responsibility for:
1) ensuring that national security interests are protected.
2) making sure that documents, whether classified or unclassified, which are limited or
sensitive are marked as such. .

b. A data set or document may contain parts which need to be marked as limited, even though
the rest of the data does not need to be
1) For example, the security officer might review a conference proceedings in which only
one document is sensitive and the rest can be cleared for public release.

a) The security officer would be responsible for seeing that the one document is
marked as unclassified, but limited or sensitive for one of the reasons that flow out of
DoDD 5230.24.

c. Coordination or consultation with the Security Officer should precede the marking of a
document for distribution when there are questions as to whether the document contains
technical information that is sensitive.

1) This coordination can occur with the security review of the decision to mark a document
as classified or unclassified.
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|
Foreign Disclosure Officer

* Reviews documents for questions about
technical information or data on
export-controlled technology

¢ Acts as ultimate authority on
export-control issues

Transparency 3.12

Show Transparency 3.12
6. Foreign Disclosure Officer:

a. Coordination with the Foreign Disclosure Officer (FDO)is necessary whenever there are
questions as to whether the document contains technical information or data on export-
controlled technology.

b. Although the Commerce Department’s Control List and the State Department’s Munitions
List are reference, they are “living” documents and are updated frequently.

c. Expert advice from the FDO is required for good distribution decisions.
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Public Affairs Officer

* reviews all documents proposed for release
to the general public

* conducts Security and Policy Reviews

e clears all documents

Tfansparency 3.13

Show Transparency 3.13
7. Public Affairs Officer

The Public Affairs Officer is responsible for reviewing all documents proposed for release to the
general public.

Public Affairs’ Security and Policy Review Program ensures that information is accurate,
published in an unclassified form, released quickly, and conforms to established policies and
programs (DoDD 5230.29):

a. The security review ensures the material doesn’t contain classified information or otherwise
limited or sensitive information.

b. The policy review determines if material is consistent with established DoD and other
Government policies and programs, such as DoD Program Policy, senior official policy
positions, and the like.

c. This program covers any official DoD information proposed for public release, such as
articles for journals, presentations at conferences, materials placed on the Internet,
drawings furnished without restriction to all interested contractors, etc.

d. Public Affairs always tries to clear documents at the lowest possible level, but certain
classes of information automatically require review at a higher level, which takes longer.

04/98 FG 3-17




Facilitator Guide for Module 3:
Who Are You? Roles and Responsibilities
.

STINFO Officer/Technical Data
Manager
e ensures that all interested parties have input to the DoD
Distribution Statement

* determines if the technical document should
be marked as a whole or if components
need separate markings

* assists others in understanding the Q
need for proper wording, methods [
of marking, and responsibilities for
DoD Distribution Statements

3.14

Transparency 3.14

Show Transparency 3.14

8. STINFO Officer/Technical Data Manager

STINFO officers and technical data managers have many responsibilities. The ones that relate
to document marking are:

a. Ensuring all concerned parties have input to the DoD Distribution Statement.

b. Determining if the technical document should be marked as a whole or whether it is
appropriate for components to be separately marked.

c. Assisting all of those mentioned above in understanding the need for proper wording,
methods of markings, and the responsibilities for DoD Distribution Statements.
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D. Participant Activity (20 minutes)

Distribute a scenario in which participants take on roles of different groups sponsoring a
project and contractors performing the work. You may use the scenarios provided at the
end of this module, or develop one that is more appropriate to your audience.

Break the participants into groups as appropriate, trying to keep co-workers together. Write
the following assignment on flip chart or white board:

Each group should:

a. Determine the a list of technical documents likely to be generated in the course of
this project.
b. Answer the following questions:
1) Who is the Controlling Office? What are its responsibilities for marking the
documents? What are the responsibilities of the other research sponsors?
2) Are there proprietary rights to be protected? If so, how will this be done?
3) How will these decisions affect the marking of the document for distribution?
4) Build a routing list of the “players” who need to be involved in the document
marking process.

E. Summary
Marking documents correctly requires the expertise and input of many different players—if you do
not know these players in your home office, you should get to know them and begin involving them
in your marking decisions. Early involvement of all stakeholders will save resources and time by
making sure the correct mark is chosen.

F. Questions
Ask for questions.
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Scenario 1

Rome Laboratory and the Federal Aviation Administration (FAA) have signed a
memorandum of understanding for cooperation in research of technology that will
enhance both military and civilian aviation.

The memorandum of understanding (MOU) is a continuation of cooperation
over the past several years between the Laboratory and the FAA. In view of the rapid
changes in technology and serious budget constraints which threaten to delay or
even halt potential technical advancement, it has become even more important the
Laboratory and the FAA continue and expand this sharing of technology.

Initial efforts under the agreement will include FAA involvement in three
research programs already underway at the Laboratory as part of Department of
Defense dual-use and joint-service programs.

One of the three research programs identified for cooperative research is a
dual use effort-- the Advanced Communications Engine Consortium involving Rome
Laboratory and an industry team headed by Hughes Communications Products
Division of Hughes Aircraft Corp. The $14.6 million program is developing affordable,
dual-use Digital Signal Path Technology for multi-band, multi-mode radios. The
technology will be commercialized in air-ground communications for the 21st century.

This project represents a new type of cost-sharing agreement between the
Defense Advanced Research Projects Agency and an industry contractor. Hughes
Communication Projects Division is contributing $ 10 million of the $ 14.6 million
program. The purpose of the DARPA program is to encourage private contractors
such as Hughes to develop a commercial product that the U.S. government can buy
“off the shelf” as opposed to expending millions of taxpayer dollars to totally fund the

research.




Facilitator Notes for Scenario 1
Use the following information to help facilitate the answers to the scenario questions:

1. What kinds of technical documents are likely to be generated from this project?
This number and types of technical documents provided to the Controlling
Office are unique due to the nature of the agreement between Hughes and
DARPA. Due to the large amount of proprietary information and the goal of
developing a commercial product that the government can buy off the
shelf, only generic status and cost reports are provided to DARPA in
written form. Only verbal technical briefings are provided by Hughes to
DARPA in order to protect the proprietary information.

Who is the DoD Controlling Office? What are its responsibilities?
Defense Advanced Research Projects Agency
To honor and protect the confidentiality of the proprietary information
provided by Hughes. DARPA is reviewing all press releases and technical
reports prior to their release.

Who are the other research sponsors? What are their responsibilities?

FAA and Hughes

The FAA must honor and protect the confidentiality of the proprietary
information provided by Hughes. Hughes must mark any proprietary data
prior to providing it to the FAA and DARPA.




Scenario 2

The Army Research Laboratory (ARL) has developed a sensor-pad technology
to monitor patient condition by gathering and analyzing acoustic data. This sensor-
pad could be permanently attached to an evacuation stretcher, gurney, or field
hospital operating table, or placed on an injured solider’s torso to immediately and
continuously monitor heartbeat and breathing. The technology also can be used for
apnea and sudden infant death syndrome (SIDS) monitoring, or to alert operators of
vehicles or aircraft that the pad has detected the onset of sleep, characterized by a
decrease in heart and respiratory rates. ARL has signed a cooperative research and
development agreement (CRADA) with a private company to develop the commercial
application of the technology: the SIDS and apnea monitor.




Facilitator Notes for Scenario 2
Use the following information to help facilitate the answers to the scenario questions:

1. What kinds of technical documents are likely to be generated from this project?
To date, only a summary report and public briefings have been developed
and delivered by ARL’s project manager. However the CRADA between
ARL and the private company calls for jointly developed publications.

Who is the DoD Controlling Office? What are its responsibilities?
Army Research Laboratory
To honor and protect the confidentiality of the proprietary information
provided by the private company. ARL is reviewing all press releases and
technical reports prior to their release.

Who are the other research sponsors? What are their responsibilities?
The private company which must mark any proprietary data prior to
providing it to the ARL.
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Facilitator Guide for Module 4:
Assigning Distribution Statements
Module 4

Assigning Distribution Statements

Module 4 Objectives

Participants will be able to demonstrate the process for:

¢ assigning DoD Distribution Statements to technical documents

o placing DoD Distribution Statements in the appropriate location on different types of media
Module Time

50 Minutes

Methods

Group exercise, lecture, and discussion

Materials

Flipchart or whiteboard and markers

Overhead projector

Transparencies

Participant Manual

A Quick Reference for Marking DoD Technical Documents
“Problem” documents brought by participants
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Facilitator Guide for Module 4:
Assigning Distribution Statements
Assignment and Use of DoD Distribution Statements
for Technical Documents

4. Assigning Distribution Statements 1

Transparency 4.1

A. Introduction to Module
Show Transparency 4.1 and introduce module.

Now that we've discussed what a Distribution Statement is and reviewed the responsibilities you
may have, let’s look at how you select the appropriate Distribution Statement for each DoD
technical document.

1. This module provides a step-by-step look at the process of choosing the correct Distribution
Statement and placing it correctly on the document.
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2.

Facilitator Guide for Module 4:

Assigning Distribution Statements

Module 4 Objective

Using the job aids provided, the participant will be able to:

* demonstrate the process for correctly assigning DoD
Distribution Statements to technical documents

* place DoD Distribution Statements in the
appropriate location on different types of
media

Transparency 4.2

Show Transparency 4.2 and state module objectives.
By the end of this module you should be able to
o correctly assign DoD Distribution Statements

e place DoD Distribution Statements in the appropriate location on different types of media
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3.

Facilitator Guide for Module 4:
Assigning Distribution Statements

Questions to Answer

e How do I select the most appropriate DoD Distribution
Statement?

e Where does the DoD Distribution
Statement go on printed documents,
magnetic data, microfiche,
drawings, photographs, viewgraphs, (Z?
oral presentations, and *
audiovisual productions?

4.3

Transparency 4.3

Show Transparency 4.3 and review questions.

These are the questions to be answered during our discussion:

¢ How do | select the appropriate DoD Distribution Statement?

¢ Where does the DoD Distribution Statement go on printed documents, magnetic data,

microfiche, drawings, photographs, view graphs, oral presentations, audiovisual
productions?

Review participant materials for this module:

A Quick Reference to Marking DoD Technical Documents
Examples of problem documents
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Facilitator Guide for Module 4:
Assigning Distribution Statements

Steps

1. Technical Content: Is the content
technical in nature?

- YES? Go to question 2.
- NO? Then no need to mark.

2. DoD Technical Document: Was it produced by or for
DoD? ‘

- YES? Then DoD Directive 5230.24 applies. You must
mark it. Go to question 3.

- NO? Then no need to mark.

Transparency 4.4

B. Steps in Assigning DoD Distribution Statements
Show Transparency 4.4 and walk through process.

1. Technical Content: Is the content of the document, data, or information technical in nature?
(For help, see “What Kinds of Documents Should | Mark?” in A Quick Reference for Marking
DoD Technical Documents.)

YES? Go to question 2.
NO? Then no need to mark.

2. DoD Technical Document: Does the document meet all criteria for being a DoD technical
document? In particular, was the document produced by or for DoD?

YES? Then DoD Directive 5230.24 applies. You must mark it. Go to question 3.
NO? Then no need to mark.
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Facilitator Guide for Module 4:
Assigning Distribution Statements

Steps (cont.)

3. Primary Distribution: To whom does
the DoD Controlling Office need

to send it? This is the “primary B 2.
distribution” for the document.

eIt should be congruent with the
secondary distribution audience.

*Don’t send copies out yet; go to
Step 4 first!

Transparency 4.5
Show Transparency 4.5.

3. Primary Distribution: To whom does the DoD Controlling Office need to send it?

a. The list you generate in answer to this question constitutes the primary distribution for the
document. .

b. In general, recipients on the primary distribution list should be consistent with the other
audiences who can receive the content.

1) On occasion, the DoD Controlling Office may choose to exercise its additional approval
authority to distribute the document, data, or information beyond the constraints you
must now consider.

a) Share example.
For example, the document may be marked for distribution to DoD only, because it
contains proprietary information. But obviously the document may be shared with

the contractor who provided the proprietary information.

c. But, don’t send out copies to the primary distribution yet. First, work through question 4 to
consider secondary distribution.
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Facilitator Guide for Module 4:
Assigning Distribution Statements

Steps (cont.)

4. Secondary Distribution: Who do you think can or cannot
receive this technical content without further review or
release decision by the DoD Controlling Office?

*To answer this question, use:

- Your knowledge of the project

- Relevant information about the content
- Any supporting documents

- Expertise of other DoD staff

*Use the matrix of “Reasons for Designating Audiences”
to select appropriate audiences for the technical content.

Transparency 4.6

Show Transparency 4.6 and continue to walk through process.

a. Another way to think of this is: What are the constraints, if any, on the public release of the
content?

b. To answer this question, you must use:

Your knowledge of the project

Relevant information about the content, such as its origins, ownership, use, etc.)
Any supporting documents (such as contractor or joint work agreements)
Expertise of other DoD staff (such as security or foreign disclosure personnel)

c. With your resources lined up you are ready to review the possible reasons--if any--that may
make it necessary to limit the access of selected categories of individuals or organizations
to the technical content of your materials.

d. Use the matrix of “Reasons for Designating Audiences” on the page marked “What
Constraints Must | Consider” in A Quick Reference for Marking DoD Technical Documents
to address the following questions.

Walk participants through the matrix, asking them for examples from their own experience.
Supplement their experiences with examples from your own experience for each of the
restricting reasons.)

04/98 FG 4-7




Facilitator Guide for Module 4:
Assigning Distribution Statements
For all of the following questions, the facilitator should ask:
“With whom should you coordinate to make sure that you have the correct answer to this
question? The Content Provider? COTR? Manager/Supervisor? Project Manager?

Security Officer? Foreign Disclosure Officer? Public Affairs Officer?

Write the players on flip chart or white board, for ready reference by participants. Facilitate
discussion of any opposing views.

1) Is this a DoD technical document, DoD technical data, or technical information?
2) Does it contain information provided by a foreign government?

3) Does it contain information on the result of testing and evaluation (T&E) that would be
sensitive to the exchange of T&E results between DoD and its producing contractors?

4) Does it contain proprietary information?

5) Does it contain information obtained from management review of a contractor?

6) Does it contain critical technology information the release of which would have a
negative impact on U.S. military activities or help potential adversaries overcome military

deficiencies?

7) Does it contain potentially patentable information or information that is part of a patent
application for a DoD activity for in-house work?

8) Does it contain documentation for software covered by a license?

9) Does it contain information descriptive of administrative or operational procedures with
technical content, such as technical manuals and maintenance procedures?

10) Does it contain information restricted by a specific law, regulation, or Executive Order?

Share example. Unclassified Controlled Nuclear Information.
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Facilitator Guide for Module 4:
Assigning Distribution Statements
|
Steps (cont.)

Step 4 (cont.)

» Work your way through all the questions:
— YES to any question?
— Consider the need to restrict your document’s secondary
distribution to one of the audience defined in the matrix.
The outcome of your decision will be the choice of one of
— six distribution levels B, C, D, E, F, or X
— NO to all questions?
— If the document does not contain sensitive the
information
and if the Public Affairs Office concurs, the document
— should be approved for release to the general public and
assigned DoD Distribution Statement A.

Transparency 4.7

Show Transparency 4.7 and continue to walk through process.
11) Does it contain export-controlled information?

YES to any question? You must consider the need to restrict its secondary distribution
to one of the audiences defined in the matrix.

a) The outcome of your decision will be the choice of one of six distribution levels--B,
C, D, E, F, or X (see “What Are the Distribution Levels/Codes” in A Quick Reference
for Marking DoD Technical Documents).

NO to all questions? If you have considered all the reasons for restricting the audience

for the document, and it does meet the criteria for being marked with DoD Distribution

Statements B, C, D, E, F, or X, it should be considered for public release.

a. Before it is marked with Statement A for public release, you must ask:

1) Has Public Affairs approved the document for public release?

2) Does it contain information that is not sensitive for other reasons (e.g., classified
information, Privacy Act information, copyrights, etc.)?
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Facilitator Guide for Module 4:
Assigning Distribution Statements
b. If you choose Statement A, the document is available to anyone who wants it without

further review and release decisions. The two things to remember about choosing
Statement A are that:

1) Your Public Affairs Office must concur with your choice.

2) You cannot use Statement A with either export-controlled or classified
information.

c. Only documents marked with DOD Distribution Statement A are sent to the National
Technical Information Service (NTIS) or any other federal activity that is mandated to
disseminate information to the public.

d. ONE MORE NOTE OF CAUTION: Not all DoD technical documents or data sets
should have a single secondary distribution.

1) For example, different distribution constraints may apply to the separate papers
in a conference proceedings. If the document can or should be broken down
into logical components which are appropriate for different audiences, assign a
separate DoD Distribution Statement to each component as needed. But also
place a Distribution Statement on the total set of documents that is consistent
with the one or several constraints on its parts.

For example, if a compilation includes papers one of which contains proprietary
information and another with foreign government information, the Distribution
Statement on its cover must cite both reasons and designate an audience
appropriate for both constraints.
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' Facilitator Guide for Module 4:
Assigning Distribution Statements

Steps (cont.)

5. DoD Distribution Statement: Assign the Distribution
Statement, providing all needed information and placing it
correctly on the materials.

6. Review and Concurrence: Check your decision with:
your own management

Public Affairs

Security and Foreign Disclosure Officers
your STINFO Officer or Technical

Data Manager

Transparency 4.8

Show Transparency 4.8 and continue to walk through process.
5. DoD Distribution Statement:
a. Having made your initial decision, the next step is to assign the DoD Distribution Statement,

providing all needed information and placing it correctly on the materials. We’'ll take a
closer look at just how you do this in the next few minutes.

6. Coordinate Review and Concurrence:
a. Finally, check your decision against others who have a role in marking documents for
distribution (see “What Is My Role...” in A Quick Reference for Marking DoD Technical

Documents).

b. In addition to your own management line, reviewers may include the Public Affairs, Security,
and Foreign Disclosure Offices, and your STINFO or Technical Data Manager
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Facilitator Guide for Module 4:
Assigning Distribution Statements

Placing the Distribution Statement

» Correct placement varies
with the format or media.

 For any format or media, T~ Y

any required export control
notices must be placed

. . . . Distribution Statement F
along with the distribution Further dissemination only as directed by the
Chief of Naval Research,
statement. Arlington, VA 22217,
May 14, 1997.

Transparency 4.9
Show Transparency 4.9.
C. Placement of the DoD Distribution Statement

1. After the final decision has been reached, the DoD Distribution Statement must be placed
correctly on the documents. Correct placement can vary, depending on the format.

2. Since technical documents can come in so many different formats and media, a good rule to
remember is “It's the content; not the form.”

3. For all of these media, any required export control notices must be placed along with the DoD
Distribution Statement
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- - Facilitator Guide for Module 4:
. Assigning Distribution Statements

' Placing the Distribution Statement

Paper Publications / \

Battle Group Exercise

IM. Smlth

Distribution Statement E

1 Oct 1991

Distribution authorized to DoD components
only; administrative/operational use; —

August 21, 1991. Other requests for this \
document shall be referred to the Manager,

Air Force, Program Data Systems

Modernization Office, Dayton, OH 45431. \\

Transparency 4.10

410

Show Transparency 4.10
4. Paper Publications

a. Document with cover or title page: the DoD Distribution Statement goes on front coverititle
page at the bottom.

b. Document without cover or title page: the DoD Distribution Statement goes on the bottom of
first page.

1) Remember, when you are marking conference proceedings or some other compilation of
related documents, think about who will logically need these different documents and
mark each of them appropriately.

If you stamp the top page with a DoD Distribution Statement and do not mark the components
separately, the mark on top governs the distribution for all of them.
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Facilitator Guide for Module 4:

Assigning Distribution Statements

Placing the Distribution Statement

Magnetic Data

Show Transparency 4.11

Distribution Statement X

Distribution authorized to agencies, individuals, and enterprises authorized to
receive export-controlled data; critical technology; June 9, 1990. Other
requests for this document shall be referred to the Chief Scientist, Armstrong
Laboratory, U.S. Air Force, Brooks AFB, Texas 78235.

WARNING - This document contains technical data whose export is restricted
by the Arms Export Control Act (Title 22, U.S.C., Sec. 2751, et seq.) or the
Export Administration Act of 1979, as amended, Title 50 U.S.C., App. 2401 et
seq. Violations of these export laws are subject to severe criminal penalties.
Disseminate in accordance with the provisions of
DoD Directive 5230.25.

Transparency 4.11

5. Magnetic data (cassettes, magnetic tapes, disks): the DoD Distribution Statement goes on

outside of the magnetic media and on the container housing the media.

a. Hard copies of the data contained in the magnetic media must be marked with the DoD
Distribution Statement also. The first and last pages of the printout should be marked.

b. The DoD Distribution Statement must be contained in the magnetic media content itself.
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Facilitator Guide for Module 4:
Assigning Distribution Statements

Placing the Distribution Statement

Microfiche

Distribution Statement B

Distribution authorized to U.S. Government Agencies
only; foreign government information; September 15,
1995. Other requests for this document shall be referred
to the Naval Sea Logistics Center, Naval Sea Systems,
Concord, CA 94510.

4.12

Transparency 4.12

Show Transparency 4.12

6. Microfiche: print, type, or stamp the DoD Distribution Statement and export control notice on
the outside of the jacket containing the microfiche. :

a. Hard copies of the data contained in the microfiche must be marked with the DoD
Distribution Statement also.

b. The first and last pages of the printout and the first and last frames of the film should be
marked.

c. The headers for the microfiche must carry abbreviated versions of the statements.
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Assigning Distribution Statements
L
Placing the Distribution Statement

Drawings

REVISIONS
zone] mev] oescrieion  Joatd  approven

Distribution Statement

DEPARTMENT OF NAVY

1

]

T
U

Transparency 4.13

Show Transparency 4.13

7. Drawings: print, type, or stamp the DoD Distribution Statement and export-control notice near
the title block of the drawings.

a. The DoD Distribution Statement and control notice must be visible when photocopied.
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Assigning Distribution Statements

Placing the Distribution Statement

Photographs

Distribution Statement D (Ba ck of Ph Oto)
Distribution authorized to DoD
components and their contractors
only; administrative/operational
use; February 6, 1997, Other
requests for this document shall
be referred to the Commander,
U.S. Army Test and Evaluation
Command, Aberdeen Proving
Ground, MD 21005.

Transparency 4.14

Show Transparency 4.14 and continue to walk through process.

8. Photographs: place the DoD Distribution Statement and export-control notice on both
negatives and prints.

a. lf possible, put the statement on the face side of prints and reproductions; if this is not
possible, stamp or affix statements on the reverse side.

b. Mark the film rolls (negatives and prints) at the beginning and end of the strips.
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Assigning Distribution Statements

Placing the Distribution Statement

Presentation Viewgraphs/Slides

Distribution Statement E

e . Distribution Statement E
Distribution authorized to DoD components only; direct

military support; July 1, 1996. Other requests for this
document shall be referred to the Director, Sensor
Technology Office, Defense Advanced Research
Projects Agency, Arlington, VA 22203.

Distribution authorized to DoD
components only; direct military
support; July 1, 1996. Other requests
for this document shall be referred to
the Director, Sensor Technology
Office, Defense Advanced Research
Projects Agency, Arlington, VA
22203.

WARNING - This document contains technical
data whose export is restricted by the Arms Export
Control Act (Title 22, U.S.C,, Sec. 2751, et. seq.) or
the Export Administration of 1979, as amended,

Title 50 U.S.C., App. 2401 et. seq. Violations of Presentation Slide

these export laws are subject to severe criminal
penalties. Disseminate in accordance with

provisions of DoD Directive 5230.25. J

Presentation Title

4.15

Transparency 4.15.

Show Transparency 4.15.

9. Presentation viewgraphs or slides: include a viewgraph/ slide with the presentation title and
DoD Distribution Statement and export-control notice,

OR,

Include a separate viewgraph/slide with the presentation's title after a viewgraph/ slide with the
DoD Distribution Statement and export control notice.

a. ltis not necessary to put the DoD Distribution Statement on each viewgraph/slide, unless
you remove one from the set.

b. If the DoD Distribution Statement is only visible when projected, it must be piaced on the
frame or holder itself.
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Assigning Distribution Statements

Oral Presentations

Verbally state the applicable DoD
Distribution Statement and export control
requirement at the beginning of the presentat<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>